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COCUKLAR ICIN YAPAY ZEKA
EGITIM PLATFORMU

Emin BORANDAG!




8 * Emin BORANDAG
1.GIRIS

Son yillarda gelisen teknoloji ile, yapay zeka uygulamalarmin pek ¢ok
farkli alanda kullanmildig1 goriilmektedir. Bu yapay zeka temelli uygula-
malarin pek ¢cogunun gelistirilmesinde, yapay zek&nin bir alt alan1 olan
makine 0grenim algoritmalar1 kullanilmaktadir. Makine 6grenimi genis bir
uygulama sahasina sahiptir. Saglik alanindan, finans alanina, lojistik, oto-
motiv, tarim, e-ticaret ve egitim gibi pek ¢ok farkli alanda, giderek daha
fazla bir oranda kullanilmaktadir (Jordan vd.,2015)

Yapay zekanin Ozellikle egitim alanindaki uygulamalarina bakacak
olursak; kisisellesmis 6grenme, otomatik degerlendirme sistemleri ve akilli
egitim asistanlar1 gibi gelistirilen uygulamalar1 gorebiliriz. Bu uygulama-
lar 6grencilerin ¢alistiklart alandaki bilgi ve becerilerini arttirmay1 amacla-
yan, analitik yontemler kullanan aplikasyonlardir. Yapay zeka destekli bu
araclar, 6grencinin daha kisa siirede giiclii ve zayif yonlerini belirlemesini
amaclamaktadir (Luckin vd.,2015)

Yasadigimiz ¢agda ¢ocuklar teknoloji ile i¢ i¢e biiyiimektedir. Bununla
beraber giinlimiizde yapay zeka ve makine dgrenmesi uygulamalari da ha-
yatimizin birgok alaninda kullanilmaktadir. Bu sistemlere 6rnek olarak; yiiz
tanima sistemleri, plaka tanima sistemleri, ¢esitli goriintii isleme sistemleri
ve fiyat tahmin algoritmalan verilebilir. Yapay zeka sistemlerinin bir alt alan1
olan makine dgrenmesi ad1 gegen bu sistemlerin gelistirilmesinde etkin rol
oynamaktadir. Yapay zeka, giinlimiizde hemen hemen biitiin alanlara nufus
etmis ve o sahalarda kullanimin1 arttirmaktadir (Geron,2012).

Teknolojinin gelisim hizinin artmasindan en ¢ok etkilenen kesimler
genellikle ¢cocuklar olmaktadir. Giiniimiizde okul yada sinif kavramini sa-
nal egitim araclar1 ve bireysel egitim yazilimlar1 almaya baslamistir (Hol-
mes vd., 2019). Bu baglamda gelistirilen bu boliimde; ¢ocuklarin gelisen
yeniliklere uyum saglamasi ve oyunlarla birlikte gelisen teknolojinin bir
parcasi olan makine 6grenim kavramlarini genglere asilamak amaglanmak-
tadir. Cocuklarin sevebilecekleri bir platformda Al ve makine 6grenmesi
gibi konular ile tanismasi ve teorik bilgileri metotlu bir sekilde tekrarlaya-
rak konuyu pekistirmeleri hedeflenmektedir.

Bu boliimde, gelistirilen bir proje ile gocuklara makine 6grenmesinin
mantigini anlatmak i¢in bir platform gelistirilmistir. Gelistirilen bu platfor-
mun amact; ¢ocuklarin makine 6greniminin mantigini eglenceli bir sekilde
ogrenmesidir. Makine 6greniminin mantiginin eglenceli bir sekilde gocuk-
lara anlatilmasi icin gelistirilen egitici ve dgretici 6zelligi olan platformun
icerisinde 10 farkli oyun bulunmaktadir.

Calismanin ikinci boliimiinde literatiir taramasi yapilmas, tigiincii bo-
limde gelistirilen platform ve platform igerisindeki uygulamalara yer ve-
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rilmistir. Son boliim olan dordiincii boliimde ise ¢alisma sonucunda elde
edilen bilgilere yer verilmistir.

2. LITERATUR

Son yillarda yapay zekanin dnemi oldukga artmistir. Yapay zeka ala-
ninda pek ¢ok farkli teknolojiler gelistirilmis ve gelistirilmeye de devam
edilmektedir. Literatiire bakildiginda oyun oynayarak yazilim mantigim
ogreten gesitli alismalar bulunmaktadir. Ornek olarak Code.Org sitesinde
83 milyonun {izerinde yapay zeka ve makine 6grenmesi dahil olmak {izere
egitsel birgok uygulama bulunmaktadir (Wilson vd.,2010). Bu alanda ge-
listirilen 6nemli teknolojilerden biri de ML.NET teknolojisidir. ML.NET
Microsoft’un gelistirmis oldugu agik kaynak kodlu bir makine 6grenmesi
kiitiiphanesidir (Milford,2018). Bir diger uygulama ise Code Combat uy-
gulamasidir. Bu uygulama ile ¢evrimigi programlamay1 6grenebileceginiz
bir alt yapiya sahiptir (Wilson vd.,2010). Bir bagka yap1 ise Scratch uygu-
lamasidir. Scratch ile pek ¢ok farkli uygulama olusturulabilir ve bu uygu-
lamalar herkesle paylasilabilmektedir. Ozellikle 8 ila 15 yas araligindaki
bireylerin rahatlikla kullanabilecekleri pek ¢cok uygulamayi gelistirmesine
olanak saglamaktadir. Scratch diger kod 6grenimi platformlarindan farki
ise kullanan kiginin higbir kod satir1 yazmadan, Lego’lara benzeyen Sc-
ratch bloklarini ile uygulamayi gelistirmesidir (Resnick,2009). Gelistirilen
bu uygulamalarin temel amaci genel olarak ¢ocuklara bilgisayar program-
ciligr ile ilgili bilgiler vermektir. Konu ile ilgili yol gosterici niteliginde
bulunan Dr. Michael Milford ve Dr. Dhoot De’nin yazdig: kitaplarda da
yapay zeka ve makine 6greniminin erken yaslarda ¢ocuklara anlatilmasi-
nin éneminden s6z edilmektedir (Dhoot,2020).

3. Egitim Platformu

Son yillarda hem iilkemizde hem de Diinya genelinde, makine 6gren-
mesi ve yapay zeka alania iliskin biiylik bir farkindalik olusmustur. Bu
dogrultuda egitim bakanliklar1 alana 6zgii bir farkindalik ile daha fazla
yazilimer yetistirmek i¢in ¢cocuklarin yazilima olan ilgisini makul olan en
kiiciik yastan baglatarak arttirmaya caligmaktadir. Bu amagla ¢alismaya
konu olan platformun temel amacr; 6zellikle makine 6grenmesi ve yapay
zeka kavramlarinin ¢ocuklar tarafindan eglenerek iyice kavranmasidir.

3.1 Gelistirilen Uygulamalarin Kapsam ve Kullanim

Projenin kapsami ve kullanimi1 3 adimdan olugsmaktadir. Bu adimlar
asagida listelenmistir.

Programin agilip istenilen oyunun secilmesi: Kisa bir program agil-
ma animasyonundan sonra oyunlarin oldugu ana menii kullaniciy1 kargi-
lamaktadir. Bu meniide kullanict i¢in 10 adet oyunun kapak resimlerini
goriintiilenmektedir. Kullanicr istedigi bir oyunu segerek giris yapabilir.
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Egitim asamasi: Kullanici ana meniide oyunu segtikten sonra, oyun
icinde ilk olarak, egitim asamasi ile kars1 karsiya kalmaktadir. Burada kul-
lanicidan oyun agamasina gegebilmek i¢cin modeli egitmesi beklenmek-
tedir. Model egitme kismi ise kullanicinin segtigi oyuna gore degisiklik
gostermektedir. Her oyunun kendine 6zgiin bir egitim asamasi vardir. Bazi
oyunlarda kullanicidan klavye yoluyla veri girmesi istenirken bazi oyun-
larda ise resim yada ses verisi girmesi beklenmektedir. Kullanic1 gerekli
bilgileri girdikten ya da yiikledikten sonra model egitimini tamamlanr.

Test asamasi: Kullanici test asamasinda ise egitim asamasindakine
benzer bir yapiya sahiptir. Kullanicidan egittigi modelin test etmesi i¢in
bilgi girmesi ya da yiiklemesi beklenmektedir. Kullanici bilgileri girdikten
ya da yiikledikten sonra uygulama egitim asamasinda 6grendigi verilere
gore calisir.

3.2. Gereksinimler

Gelistirilen platformun islevsel ve islevsel olmayan gereksinimleri
asagida listelenmistir.

Islevsel Gereksinimler: Yazilimin nasil iiretileceginin belirlenip, ya-
zilima ait iirlinline iliskin fonksiyonlarin ¢ikarilmasi olarak tanimlanan is-
levsel gereksinimler, gelistirilen proje bazli olarak asagida listelenmistir.

e Kullanicr sistem igerisinde 10 farkli oyunu goriintiileyebilecektir.

e Kullanict 10 farkli oyun icerisinden istedigini secip oynayabile-
cektir.

e Kullanicilarin oyunlar1 goriintiileyebilmesi veya oynayabilmesi
i¢in liye olmasi ya da giris yapmasi gerekmemektedir.

Islevsel Olmayan Gereksinimler: Yazilimin 6zellikle performans ve
giivenlik gibi spesifik 6zelliklerini belirler. Bu kapsamda maddeler halinde
su gereksinimler belirlenmistir;

e Yazilim tiim web tarayicilarinda ¢alisabilecektir.
e Sistem 7/24 galigabilecektir.
e Sistemin goriiniim kisimlar1 C# kullanilacaktir.

e Sistemin veri taban1t MySQL olacaktir ve makine 6grenimi algorit-
malari igin ML.NET kullanilacaktir.

e Sistem ayn1 anda 100 adet kullaniciy1 desteklemektedir.

3.3 Ana Uygulama Ekrani

Ogretmenin en iyi yolu bir konuyu oyunlastirarak aktarmaktir (De-
terding vd.,2011) (Hamari, vd.,2014). Giiniimiizde birgok kisinin tanimi-
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n1 anlamakta zorlandig1 gelecegin teknolojisi olan yapay zeka ve makine
O0grenmesine yonelik oyun sistemi ile ¢ocuklara bu bilgilerin agilanmasi
diislincesiyle gelistirilen platformun ana sayfas1 Sekil-1’de gosterilmek-
tedir. Platformun, Boliim 3.2 igerisindeki islevsel ve islevsel olmayan ge-
reksinimlere gore gelistirilmistir. Gelistirilen uygulama icerisinde yer alan
birbirinden farkli oyunlar sayesinde ¢ocuklarin yapay zeka ve makine 6g-
renmesi gibi konular1 pekistirmesi hedeflenmektedir.

Face Lock Chameleon

Sekil-1 Yapay Zekd Egitim Platformu Ana Ekran

Gelistirilen yapay zeka platformun 5 oyununa iligkin detayli bilgiler
asagida verilmistir.

Alien Language: Kullanicin verdigi sag ve sol yon komutlarina gore
hareket eden bir oyundur. Kullanici ana sayfada Alien Language oyuna tik-
ladiginda Sekil-2’de goriindiigii gibi bir form ekrani agilir. Bu sayfada ‘Ses
Ekle’ butonuna tiklayarak ‘Saga Git’ ve ‘Sola Git’ etiketlerine, kullanicinin
seslerini kaydeder. Ses kaydetme islemi tamamladiginda model olusturu-
lur ve olugan modelden ‘Modeli Egit’ butona tiklayarak egitilir.
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RIGHT

Sekil-2 Alien Language Model Egitimi

Model egitimi tamamlandiktan sonra Sekil-3’teki ekran kullanici kar-
silar. Kullanic1 Sekil-3’teki mikrofona tiklayarak sesli komutlarii verir ve
komutlara gore karakter sag yada sola hareket eder.

Sekil-3 Alien Language Oyunu

Secret Code: Kullanicin verdigi yon komutlarina gore hareket eden
bir oyundur. Kullanict Ana sayfada Secret Code oyuna tikladiginda Se-
kil-4’de goriindiigi gibi ‘Ses Ekle’ butonuna tiklayarak ‘Hotel’, ‘Stad-
yum’, ‘Benzinlik’ ve ‘Cami’ etiketlerine seslerini kaydeder. Ses kaydetme
islemi tamamladiginda model olusturulur ve olusan modelden ‘Modeli
Egit’ butona tiklanarak model egitilir.
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Sekil-4 Secret Code Model Egitimi

Model egitimi tamamlandiktan sonra kullanic1 Sekil-5’deki ‘Oyuna
Basla’ butonuna tiklayarak oyuna baglar. Butona tikladiktan sonra Se-
kil-5’daki ekran kullanici kargilar. Kullanict mikrofona tiklayarak sesli ko-
mutlarimi verir ve komutlara gore karakter hareket eder.

2 SecretCode - [m] bs

Sekil-5 Secret Code

Judge a Book: Kitap resimlerinden kitabin tiiriiniin tahmin edildigi
bir oyundur. ilk olarak oyuna baslamadan &nce kitap resimleri ile bir mo-
del olusturulur. Daha sonra oyun alaninda bu kitaplarin tiirleri oyuncular
ve bilgisayar tarafindan tahmin edilir. Kullanici ana sayfa iizerinde Judge a
Book oyununa tikladig1 zaman Sekil-6’daki form sayfasi gelecektir. Bura-
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da Egitim ve Test islemi sayfalarina ulagsmak i¢in iki ayr1 buton bulunmak-
tadir. Bu sayfa lizerinde bagla butonuna basinca, kullanicinin 6niime kitap
resimleri gelecektir. Kullanic1 bu kitap resimlerini tiir isimlerinin bulun-
dugu alanlara siiriikleyip biraktiktan sonra verileri egit butonuna basinca
egitim iglemi tamamlanacaktir.

Sekil-6 Judge a Book Model Egitimi

Daha sonra Test islemini gergeklestirmek i¢in Test butonuna tikladi-
gimizda kargimiza Sekil-7’deki ekran gelecektir. Bu sayfada da oyuncu ve
bilgisayar resimdeki kitabin tiiriinii tahmin edecektir.

| FrmTest a8

Sekil-7 Judge a Book
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Locate Larry: Larry karakterinin, resimler iizerinde bulunarak isa-
retlendigi bir oyundur. ilk olarak oyuna baslamadan 6nce Larry karakteri-
nin bulundugu ve bulunmadig1 resimler ile bir model olusturulur. Makine
ogretimi ile egitilen bu model sayesinde bilgisayar Larry karakterini bu-
lur. Kullanic1 ana sayfa {izerinde Locate Larry oyununa tikladig1 zaman
Sekil-8’deki form sayfasi ekrana gelecektir. Burada egitim islemi ve test
islemi sayfalarina ulagmak i¢in iki ayr1 buton bulunmaktadir.

Model Egitimi n

Meodel Egitimi Model Eqn

o fel el | B e
SECEe "R H
Larry Not Larry

Gy G

Lamy'rin G resivien Lamy'in e resirieri
burmya siikie ve brok buraya siniie ve besk

Sekil 8 Locate Larry Model Olusturma

Egitim butonuna tikladigimizda model olusturma kismi ekrana gele-
cektir. Bu sayfa tizerindeki Larry’nin bulundugu resimler ve bulunmadigi
resimler ilgili alanlara siiriiklenip birakildiktan sonra modeli egit butonuna
tiklanarak model olusturma islemi gerceklestirilecektir.
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Model Egitimi -
: Model Egitimi S

Y el B
A I'Ql\ﬂ

Larry

=

Sekil 9 Locate Larry Model Egitimi

Daha sonra Test igslemini gergeklestirmek igin Test butonuna tiklan-
diginda Sekil-10’deki sayfa ekrana gelecektir. Bu sayfa da Larry’i Bul
butonuna tiklaninca resim {izerinde Larry’nin bulundugu alan bilgisayar
tarafindan isaretlenecektir.

FrmTest [«

LOCATE LARRY

Larry'i taniyorum ve

onu bulmam gerekiyor.
Bulmam icin bana yardim
eder misin?

Sekil 10 Locate Larry

Titanic: Bilgisayara verilen bilgilere gore kisilerin yasayip yasama-
yacagini tahmin etmesini isteyen bir oyundur. Kullanici Ana sayfada Ti-
tanic oyuna tikladiginda, Model egitimi sayfas1 agilacaktir. Model egitimi
tamamladiktan sonra Sekil-11’deki gibi oyun baglanir. Kullanici verilen
bilgilere gore Titanic gemisinde kimlerin yasayacagini, makine 6grenim
algoritmalarini kullanan bilgisayar vasitasi ile tahmin etmeye calisir.
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Sekil 11 Titanic Oyunu

4. Sonuclar

Gelisen teknolojiyle birlikte yapay zekd ve makine 6grenmesi gibi
konular artik popiiler hale gelmis ve pek ¢ok kisi bu alana yonelmeye bas-
lamistir. Bu alanlarin yeni ¢ikmis olmasindan dolay kiiresel ¢apta biiyiik
bir pazar olmaya baslamistir. Bu dogrultuda bu teknolojisinin 6neminin
farkinda olan aileler hatta devletler bu sektdre yatirim yapmak istemekte-
dir. Maalesef yapay zeka ve makine 6grenmesi uygulamalarin ve oyunlarin
cocuklar i¢in yetersiz sayida bulundugu yapilan literatiir calismasinda go-
rilmiistiir. Bu sorun dogrultusunda birgok makine 6grenme uygulamalari-
nin bir arada bulundugu, eglenceli ve 6zgiin bir makine 6gretimi platformu
gelistirilmistir. Gelistirilen program kolay kullanim1 sayesinde makine 6g-
renmesinin temellerini kullanicilara eglenceli bir sekilde 6gretmeyi amag-
lamigtir. Geligtirilen programin 6zellikleri asagida liste halinde verilmistir;

e (Cocuklarin sistemde bulunan oyunlardan ilgisini ve merakini ¢e-
kenleri gézlemleyip calistirabilir.

e (alisan uygulama icinde egitim kisminda ilgili bilgileri sisteme
yiikleyebilir.

e Egitim kismindan sonra sisteme girilen bilgiler vasitasiyla test is-
lemi gergeklestirilebilir,

e Programi kullanan ¢ocuk igin gorsel ve yasina uygun bir sekilde
bilgilendirme saglanmaktadir.

o Tiirkiye'de ¢cocuklara yonelik yapilan faaliyetler genelde algorit-
ma, kodlama, robotik ve tasarim alaninda egitimleri igermektedir burada
ise yapay zekd ve makine 0grenimini ¢ocuklarin dikkatini ¢ekebilecek
oyunlarla 6gretmek amaglanmistir.
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e (Cocuklar bu oyunlar1 oynarken veri toplama, toplanan verileri bil-
gisayara dgretme ve bilgisayar1 test etme yontemleri hakkinda bilgi sahibi
olacaklar.

e QGelistirilen platform, ¢ocuklara analitik diisiinme ve problem ¢6z-
me becerilerinin yani sira analitik uygulama gelistirmeyi de amaclamakta-
dir.
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GIRIS

Siber giivenlik, hizla gelisen teknolojilerin 1s18inda, dijitallesme ¢a-
ginda bireylerin, organizasyonlarin ve bilgilerin korunmasinda temel bir
rol oynamaktadir. internet kullanicilarinin giinden giine artis gdstermesi,
aglarin daha hizli ve genis hale gelmesi bilgi giivenligi tehditlerinin cesit-
lenmesine ve yogunlagmasina neden olmustur. Siber giivenlik yalnizca ki-
sisel verilerin ve finansal bilgilerin korunmasimi degil, ayni1 zamanda kritik
altyapilarin, ticari operasyonlarin ve kamusal faaliyetlerin de korunmasim
ve siirekliligini saglar. Veriler ve sistemler {izerinde meydana gelebilecek

potansiyel tehditlere karsi koruma saglayarak, gilivenli bir dijital ortam
olusturmay1 hedefler.

Siber giivenlik, kotii niyetli saldirilarin 6nlenmesine ve sistemlerin
olas1 zayif noktalarin tespit edilmesine de katkida bulunur. Bu sebeple si-
ber giivenlik, giiniimiiz dijital diinyasinda yalnizca kisisel gizlilik degil,
ayn1 zamanda toplumsal diizenin ve ekonomik haklarin korunmasi igin
de kritik 6neme sahiptir. Bu baglamda, siber giivenlik aciklarinin ekono-
mik, bireysel ve kurumsal maliyetlerinin yani sira makroekonomik istikrar
icinde 6nemli etkileri bulunmaktadir. Siber saldirilarin bankacilik sektorii
iizerindeki operasyonel maliyetleri 6nemli oranda artirdigi ve finansal per-
formansi diisiirdiigii belirtilmektedir (Karasoy ve Babaoglu, 2021).

Uluslararas1 Para Fonu’nun (IMF) raporlarina gore, siber giivenlik
ihlallerinin kiiresel finans sektorii lizerindeki yillik maliyeti 90 milyarin
ustiinde olmaktadir, bu da sektérdeki net karin %9’una tekabiil etmek-
tedir. Siber giivenlik egitiminin yetersizligine ve yetenek agigina iliskin
kapsamli ¢aligmalar ile bu durumun siber risk yonetimini zorlagtig1 ifa-
de edilmektedir (Afyonluoglu, 2020). Artan siber tehditlere kars1 yapilan
teknoloji yatirimlari, azalan getiri yasasi geregi ekonomik siirdiiriilebilir-
lik agisindan sorgulanabilir hale gelmistir. Sonug olarak, siber giivenlik
aciklariin yarattigi ekonomik ve toplumsal etkiler, yalnizca bireysel veya
kurumsal diizeyde degil, ayn1 zamanda finansal sistemlerin biitiinligli ve
ulusal giivenlik politikalarin siirdiiriilebilirligi agisindan da kritik 6nem
tagimaktadir. Bu nedenle, etkili siber glivenlik stratejilerinin gelistirilmesi,
risk yonetimi politikalarinin giiclendirilmesi ve uluslararasi is birliklerinin
artirilmasi gerekmektedir.

SiBER GUVENLIK KAVRAMI

Amerika Birlesik Devletleri Savunma Bakanlig1’ na bagh 6zel bir bi-
rim tarafindan bulunan dijital iletisim teknolojisi internetin, 1960’ 11 yillarda
yaygin bigimde iilkelerce kullanilmaya baglamasiyla ortaya ¢ikan bilgi yo-
gunlugunu hedef alan gesitli tehditler, siber glivenligin daha ciddi bir kavram
oldugunu ve iilkeler i¢in siirdiiriilmesinin kaginilmaz bir gereklilik oldugunu
ortaya koymustur (Karasoy ve Babaoglu, 2021; Afyonluoglu, 2020).



Bilgisayar Mithendisligi Alaninda Aragtirmalar ve Degerlendirmeler - 23

Siber giivenlik bilgisayar kullanicilar1 araciligiyla ag sisteminde bu-
lunan tehditlere dikkat ¢ekebilmek i¢in kullanilan bir kavram olup, dijital
iletisim teknolojilerinden ortaya ¢ikan yogun saldirilarin zarar verici etki-
leri olabilecegi gorlisii agir basmaya baglayinca teknik bir kavram olmanin
Otesine gecmeyi basarmistir (Hansen ve Nissenbaum, 2009). Siber suglular
bir bilgisayar ve internet baglantisinin dtesinde sadece diisiik maliyetle bu
saldirilart gergeklestirebilmektedirler. Sinirlari olmamasindan dolay: kim-
liklerini tespit etmek ve takip etmek olduk¢a zordur. Bu g6z oniine alin-
diginda bilgi teknolojisi sistemlerine yonelik saldirilar ¢ok cazip oldugun-
dan, bu tiir saldirilarin sayismin ve karmasikliginin giin gectik¢e artmaya
devam edecegi ongoriilmektedir (Jang-Jaccard ve Nepal, 2014).

Siber giivenligin ilk 6rneklerinden biri, 1971°de ARPANET {izerinde
yayilan Creeper viriisiidiir. Bu viriis, kendini kopyalayarak diger sistem-
lere giris yaparak mesaj birakmakta olup bu viriise kars1 ise ilk anti-viriis
programi olarak Reaper, kullanilmigtir. 1983’te ABD’de RSA ortak anah-
tar sifreleme denemesi icin siber giivenlik patenti alinmis olup 1986’da
ise izinsiz olarak bagka bilgisayarlara erisim saglayanlar icin hapis cezasi
iceren bir yasa ¢ikarilmistir. 1990’11 yillarda internet ve web tarayicilarinin
yayginlagmasiyla korsan e-posta ve web siteleri iizerinden sistemlere zarar
vermeye baglamislardir. 1994’te SSL protokolii gelistirilmis, 2000’lerde
devletler aras1 siber savaglar yasanmis ve farkli iilkelerdeki korsan grup-
lar, biiyiik sirketlere yonelik siber saldirilar gergeklestirmislerdir (Nasuh
B. Karadag, 2024).

Siber giivenlik, dijital sistemleri, aglari, cihazlar ve verileri yetkisiz
erigim, saldir1 veya hasardan korumak amaciyla uygulanan bir dizi teknik,
stratejik bir siire¢ olarak tanimlanabilir. Siber giivenlik, gizlilik, biitiinliik
ve erisilebilirlik ilkeleri ile bilginin yetkisiz erisime kars1 korunmasina,
dogrulugunun garanti altina alinmasina ve yetkili kullanicilarin zamaninda
erisiminin saglanmasina hizmet eder. Finansal sistemler ve kritik altyapilar
gibi alanlarda operasyonel risklerin azaltilmasi ve istikrarin saglanmasinda
siber giivenligin 6nemi gozardi edilmemelidir. Bu, teknik ¢dzliimlerin yani
sira sosyal, ekonomik ve kurumsal boyutlarin1 da dikkate alan ¢ok disip-
linli bir yaklagim gerektiren ¢ok yonlii bir konudur (Karasoy ve Babaoglu,
2021). Artan siber tehditler 15181nda, bireyler ve kurumlar arasinda farkin-
dalik yaratmak, bir giivenlik kiiltiiriinii tegvik etmek ve egitim programla-
rinin yalnizca teknik becerileri degil, ayn1 zamanda etik hususlar ve kriz
yonetimini de kapsamasini saglamak biiyiik 6nem tagimaktadir (Afyonlu-
oglu, 2020; Hansen ve Nissenbaum, 2009).

Siber giivenligin saglanmasi amaciyla uygulanan en 6nemli bilesenler
asagidaki gibi tamimlanabilmektedir. Siber giivenligin ana hedefleri, bilgi-
nin erisilebilirligini, dogrulugunu, biitiinligiinii ve gizliligini saglamaktir.
Ayrica, bilginin reddedilemezligini de giivence altina almaktir (Cakir ve
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Uzun, 2021; Unver, Canbay, ve Mirzaoglu, 2018).

Gizlilik: Dijital olarak {iretilen verilere yalnizca yetkili kisiler ve sis-
temler tarafindan erisilebilmesini saglar. Bu, verilerin yetkisiz erisimden
korunarak gizliliginin ve giivenliginin saglanmasi anlamina gelir. Gizlilik,
sifreleme yontemleri, erisim kontrol mekanizmalar1 ve yetkilendirme pro-
tokolleri kullanilarak saglanir.

Biitiinliik: Verinin kaynagindan alicisina dis etkilere maruz kalma-
dan ve icerigi yetkisiz kigiler tarafindan bozulmadan veya degistirilmeden
aktarilmasini saglar. Biitlinliik, verilerin giivenilirligini, dogrulugunu ve
tutarliligini korur. Biitiinliik ihlalleri siber saldirilar, k&tii amagli yazilimlar
veya teknik hatalar sonucunda meydana gelebilir ve verilerin dogrulugunu
tehdit eder.

Erisilebilirlik: Bu, yetkili kullanicilarin ve sistemlerin ihtiya¢ duy-
duklar1 verilere, ihtiya¢ duyduklar1 zamanda, ihtiya¢ duyduklan kalitede
ve siirede erisebilmelerini ifade eder. Erisilebilirlik, sistem siirekliliginin
saglanmasi ve hizmet kesintilerinin 6nlenmesi agisindan kritik 6nem tagir.

izlenebilirlik: Tiim sistem olaylarinin, kullanici islemlerinin ve eri-
sim faaliyetlerinin kaydedilmesini ve gerektiginde analiz edilmek {izere
saklanmasini saglar. Bu 6zellik sistem giivenligi i¢in 6nemlidir ve olaylar1
tespit etmek, giinliik kayitlarini analiz etmek ve olasi ihlalleri belirlemek
icin kullanilir.

Kimlik Dogrulama: Bir kullanicinin, sistemin veya veri génderici-
sinin kimliginin giivenilir bir sekilde dogrulanmasini saglar. Bu, iletisim
veya iglem taraflariin gergekligini garanti ederek yetkisiz erisim riskini
ortadan kaldirir.

Giivenilirlik: Sistemin tasarlandig1 ve amaglandig1 gibi calismasi, dig
tehditlerden korunmasi ve beklenen performansi sunmasi anlamina gelir.
Giivenilirlik, donanim, yazilim ve siire¢lerinin istikrarli galismasini garanti
eder ve sistem arizalarinin en aza indirilmesini saglar.

Inkar edememe: Gonderici tarafindan iletilen bir mesajin veya ve-
rinin daha sonra reddedilmesini veya inkar edilmesini Onler. Bu 6zellik
iletisimin dogrulugunu ve giivenilirligini saglar.

Asagida siber giivenlik temel hedeflerine ait sekil goriilmektedir.
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ERISILEBILIRLIK

Sekil 1. Siber Giivenlik Temel Hedefleri

Bir siber saldirtyla ilgili olan riskler genellikle ii¢ giivenlik faktoriinii
icerir: Bunlar tehditler, zafiyetler ve etkilerdir. Tehditler, saldirty1 gercek-
lestiren kisiler veya gruplar ifade ederken zafiyetler, saldiriya acik olan
zayif noktalari; etkiler ise saldirinin ortaya ¢ikardigir sonuglarin veriler
veya kullanicilar {izerindeki olumsuz etkilerini ifade etmektedir (Fischer,
2014).

Siber giivenlik olaylari, kuruluslarin sistemleri, aglar1 veya bireysel
cihazlart iizerinde giivenlik risklerine neden olabilmektedir. Bu olaylar; dis
veya i¢ tehditler, yazilim agiklari, k&tii niyetli saldirilar veya insan hatala-
rindan kaynaklanabilmektedir. Bu tiir olaylar, kurumlarin is siirekliligini
tehdit edebilmekte, verilerin giivenligini tehlikeye atabilmekte ve kisisel
veya ticari bilgilerin agiga ¢ikmasina yol agabilmektedir. Yetkisiz erigim,
sifrelerin ele gegirilmesi, kotli amagli yazilimlar kullanilmasi veya fiziksel
giivenlik agiklarindan yararlanilmasi gibi ¢esitli sekillerde gergeklesebilir.
Bu tiir eylemler, organizasyonlarin giivenlik politikalarini ihlal eder ve po-
tansiyel olarak ciddi zararlar dogurabilir (Sun vd., 2018). Siber giivenligi
ihlal eden teknikler asagida siralanmugtir.

Kotii amach yazilhhm (malware): Kasitli olarak bir bilgisayar, istem-
ci, sunucu veya bilgisayar agina zarar vermek amaciyla tasarlanmis her
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tirlii program veya yazilimdir. Bu tiir yazilimlar, 6rnegin botnetler gibi ag-
lar1 hedef alarak zarar verebilmektedirler. Kotii amagli yazilimlar, bilgisa-
yar viriisleri, solucanlar, truva atlari, reklam yazilimlari, fidye yazilimlari,
casus yazilimlar ve kotii amagh botlar gibi ¢esitli tiirlerde olabilmektedir
(Jang-Jaccard ve Nepal, 2014; McIntosh vd., 2019)

Hizmet reddi (Denial-of-Service, DoS): Bu saldir1 tiirii, bir makineyi
veya ag1 hedef alarak, asin1 trafikle doldurup ¢dkmesine neden olup, bu
makine veya ag1, gercek kullanicilarin erisimine kapatma amaci giiden bir
saldir1 olarak degerlendirilmektedir (Sun vd., 2018).

Kimlik avi-oltalama (Phishing): Sosyal miihendislik tiirlerinden biri
olup, insan etkilesimleri aracilifiyla gerceklestirilen birgok kdotii niyetli
aktiviteyi icerir. Bu saldirilar, e-posta, SMS veya anlik mesajlagsma gibi
elektronik iletisim araglariyla, giivenilir bir kisi ya da kurum gibi goriine-
rek, banka ve kredi kart1 bilgileri, giris bilgileri veya kisisel kimlik bilgileri
gibi hassas verileri calmaya yonelik yapilan dolandiricilik girisimleridir
(Jang-Jaccard ve Nepal, 2014).

Sebeke trafiginin dinlenmesi (Sniffing): Trafigin dinlenmesi verinin
yolunu engellemek olarak adlandirilabilir. Bu ihlalde agdaki paketler yaka-
lanabilmekte ve icerigi okunabilmektedir. Sniffing, yonlendiricilere ulasan
tiim paketleri yakalar ve bilgisayarlar arasindaki tiim datalarim yakalanip
saklanmasini saglar. Bu, en ¢ok kullanilan korsan yontemlerden birisidir.
Bu tehditten korunmak i¢in sifreli baglanti kullanilmas1 gerekmektedir
(Arslan, 2016).

Istem disi elektronik posta (Spam): Elektronik posta internet vasita-
styla gonderilen elektronik iletilerdir. Ucuz ve kullanimi basit olmasindan
dolay1 diinya genelinde her giin milyarlarca kez tercih edilmektedir. Spam
e-posta ise istenmeyen, onemsiz ve gereksiz e-postalari ifade etmek igin
kullanilmaktadir. Birden ¢ok aliciya gonderilen reklam veya ilgisiz icerige
sahip mesajlar anlamina da gelmektedir (Eryilmaz ve Kilig, 2020).

Ortadaki Adam Saldiris1 (MITM): Ortadaki adam saldirisi, saldir-
ganin hedef kullanici ile kaynak arasindaki iletisim agim gizlice ele gegi-
rerek verilere erisim sagladigi ve bunlart degistirdigi bir saldir tiirtidiir.
Bu saldirmin 6nemli bir yonii, kullanicinin saldirganin varligindan tama-
men habersiz olmasidir. Kullanici dogrudan giivenli bir aga bagli oldugunu
diisiinse de tiim ag trafigi aslinda saldirganin kontrolii altindaki bir kanal
iizerinden yonlendirmektedir. Sonug olarak saldirgan, kullanici tarafindan
gonderilen verileri, oturum bilgilerini ve hassas kisisel verileri elde edebi-
lir veya manipiile edebilir. Aga baglanirken, kullanici cihazi bilgi paketleri
gonderir. Ag, kullanicinin cihaz adresini ve bir sifreleme anahtarini igeren
dijital bir sertifika olusturur. Ancak, baglant1 sirasinda kullanilan sertifika
giivenilir degilse, saldirgan bu sertifikaya erigebilir ve kullanicinin izniyle
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icerigini degistirebilir, bdylece iletisimin kontroliinii ele gecirebilir (Acar
ve Zoray, 2021).

Sosyal Miihendislik Saldirilari: Sosyal miihendislik, insan etkile-
simlerindeki ve davranislardaki aciklar1 kullanarak giivenlik 6nlemlerini
agsma yontemlerine verilen isimdir. Bu alanda kullanilan teknikler arasin-
da hedef kisiye giivenilir biriymis izlenimi verilirken ayn1 zamanda ortak
kisiler araciligiyla samimiyet olusturarak, iletisim araglarini kullanip bir
baskastymis gibi pek ¢ok ortamda hedef sistemden atilan sahsi verileri top-
lama esasina dayanan bir saldir1 yontemidir (Cakir ve Uzun, 2021).

Sekil 2’de yaygin olarak kullanilan siber saldir1 tiirleri gdsterilmistir

(Letstechiteasy, 2024).

SIBER SALDIRI TURLERI

Sekil 2.Siber Saldwr Tiirleri (Letstechiteasy, 2024).

SIBER GUVENLIK ACIKLARI

Siber giivenlik agiklari, yazilim hatalar1, yanlis yapilandirmalar, do-
nanim problemleri ve insan hatalar1 gibi pek ¢ok teknik ve insan odakli
sebepten kaynaklanmaktadir. Bu giivenlik agiklarinin dogru bir sekilde
anlagilmasi, organizasyonlarin etkili savunma stratejileri gelistirebilmesi
ve hassas bilgilerini kotii niyetli saldirganlardan koruyabilmesi agisindan
kritik bir 6neme sahiptir. Siber saldirilarin daha yaygin ve karmasik hale
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gelmesiyle birlikte, bu tiir giivenlik agiklarinin analizi, modern siber gii-
venlik 6nlemlerinin en 6nemli bilesenlerinden biri olmustur (The Cyber
Express, 2024; Sprinto, 2024)

Siber giivenlik agiklarinin ekonomik etkileri, genis kapsamli ve 6nem-
li sonuglar dogurabilir. Thlaller, hirsizlik, dolandiricilik ve maliyetli olay
miidahaleleri gibi durumlarla ani mali kayiplara yol agabilir. Ornegin halka
acik sirketler, bu tiir ihlallerin ardindan genellikle hisse senedi fiyatlarinda
ciddi diisiisler yasamaktadir. Dogrudan mali etkilerin 6tesinde kuruluslar,
tilketici glivenini zedeleyen, tedarik zincirlerini bozan ve genel ekonomik
istikrar1 olumsuz yonde etkileyen itibar kayb1 yagayabilmektedirler. Ayrica
kiiresel ekonomiye yilda trilyonlarca dolara mal olmasi beklenen siber sug
tehdidi, bu giivenlik acgiklarinin ele alinmasinin aciliyetini daha da vurgu-
lamaktadir (Keeper Security, 2023; Federal Reserve, 2022; PTM Wealth,
2024; CISA, 2024). Siber giivenlik aciklar1 asagida belirtilen farkl tiirlere
sahiptir.

Yazihim Hatalari: Yazilim giivenlik agiklarn genellikle kodlama ha-
talar1, zay1f tasarim tercihleri veya beklenmeyen kullanim senaryolar1 ne-
deniyle ortaya ¢ikmaktadir. Programlama sirasinda yapilan yazim hatalari
veya mantiksal eksiklikler gibi basit hatalar, siber suglularin istismar ede-
bilecegi agikliklar yaratabilmektedir. Yazilim mimarisindeki kusurlar ise
giivenlik o6nlemlerinde bosluklar birakarak yetkisiz erisimlere yol acabil-
mektedir. Ayrica, disa bagimli kiitiiphaneler veya bilesenler kullanilmasi
ve bu bilesenlerin yeterli giivenlik 6nlemlerine sahip olmamasi durumunda
ek giivenlik risklerini de beraberinde getirebilmektedir (The Cyber Exp-
ress, 2024).

Donanim Hatalari: Donanim hatalari, iiriiniin donaniminin nem, toz
birikmesi ve dogal afetler gibi ¢evresel faktorlerden kaynaklanan saldiri-
lara kars1 duyarli olmasi olarak adlandirilabir. Bu durum, donanimin hasar
goérmesine ve gilinliikk operasyonlarda aksamalara yol agabilmektedir.

Donanim giivenlik aciklari, cihazlarin fiziksel yapilarindaki tasarim
hatalar1 veya eksikliklerden kaynaklanabilir. Yazilim giivenlik agiklarina
gore daha zor tespit edilebilen bu hatalar, genellikle daha kalicidir ve uzun
vadede sistemin giivenligini ciddi sekilde tehlikeye atabilme potansiyeline
sahiptir (Coderspace, 2024).

Ag giivenlik agiklari: Ag yapilandirmalarindaki zayifiiklar, saldir-
ganlar igin potansiyel giris noktalar1 olusturabilir. Yamalanmamis ag
cihazlari, tipki yazilimlar gibi, bilinen giivenlik agiklarin kapatmak igin
diizenli giincellemelere ihtiya¢ duyabilmektedir. Bu cihazlarin giincellen-
memesi, agiklarin kotiiye kullanilmasia yol acabilir. Giivensiz kablosuz
aglar ise, uygun sifreleme ve diger glivenlik 6nlemlerinin eksikligi nede-
niyle, yetkisiz kisilerin aga erigsmesine ve verilerin ele gec¢irilmesine imkan
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verir. Bu tiir zayif yapilandirmalar, ag giivenligini ciddi sekilde tehdit eder
(The Cyber Express, 2024).

Sifirmer Giin Saldirilari: Sifirinct giin saldirilari, yazilimdaki bir
giivenlik aciginin kesfedildigi anda baslar. Yazilim gelistiricileri, bu tiir
aciklar tespit ettiklerinde, kullanicilarin sistemlerini giivenlik yamalariyla
giincellemeyi amagclar. Ancak, saldirganlar heniiz fark edilmeyen “Sifirinci
Gilin” aciklarin1 bulmaya galisir ve bu zafiyetleri kullanarak hedef sistem-
lere sizmay1 amagclar. Bu tiir saldirilar, giivenlik agig1 fark edilene kadar
ciddi tehditler olusturabilmektedir (Kara, 2019; Uddin, Ali, ve Hassan,
2020).

Insani Etkiler: insan hatalari, siber giivenlik agiklarimin meydana
gelmesinde kritik bir faktordiir. Zayif parola giivenligi, kimlik av1 saldi-
rilarina karsi savunmasizlik ve dikkat eksikligi gibi ihmalkar davraniglar,
siber suglular tarafindan kolayca istismar edilebilecek kisisel ve hassas bil-
gilerin ifsa olmasina neden olabilmektedir. Bu tiir ihmaller, kullanicilarin
farkinda olmadan giivenlik tehditlerine agik hale gelmelerine yol agarak,
tlim sistemin giivenligini tehlikeye atabilmektedir (Zengrc, 2024).

Zararh Yazilimlar ve Cesitleri

e Bilgisayar Viriisleri

e Truva At1 (“trojan”)

e Klavye izleme (“key logger”)

e Kurtguk (“worm”

e Istem dis1 olarak gonderilen ticari tanitim (“adware”) yazilimlar
e Bilgi toplayan casus / kostebek (“spyware”)

e Botnet

e Fidye Yazilimlan

e Rootkitler olarak siniflandirilabilmektedir (Yazilim Tiirkiye, 2024;
Unver, Canbay, ve Mirzaoglu, 2018).

Bilgisayar sistemlerine, aglara veya cihazlara zarar vermek, veri cal-
mak, gizliligi ihlal etmek veya kontrol saglamak amaciyla tasarlanmig kotii
amagli yazilim tiirleri agagidaki sekilde gosterilmistir (Akamai, 2024).
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ZARARLI YAZILIM TURLERIi
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Klavye izleme Virisler Botnet
Dosyasiz zararli yazilim Trojan Ticari Tanitim
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Rootkit

Solucan

Fidye Yazilmlan

Sekil 3. Zararlt yazilim tiirleri (Akamai, 2024)

Siber Giivenlik A¢ig1 Analizi Yontemleri
e Kaynak Kod incelemesi

e Giivenlik A¢1g1 Tarayicilart

e Sizma Testi

e Log incelemesi

o Sosyal miithendislik testleri

e Giivenlik incelemeleri ve denetimi gibi yontemler siber giivenlik
ac1g1 analizinde 6nem arzetmektedir (Infinitumit, 2023).

SIBER GUVENLIK ACIKLARININ EKONOMIK SONUCLA-
RI

Siber giivenlik agiklart hem bireysel kuruluslar hem de daha genis
ekonomik sistemler i¢in ciddi ekonomik sonuglara yol acabilmektedir. Bu
aciklar, siber saldirilar icin birer zayif nokta teskil ederek, saldirganlarin
sistemlere izinsiz erisim saglamasina ve cesitli zararli faaliyetlerde bulun-
masina olanak tanimaktadir. Bu tiir giivenlik aciklari, isletmelerin operas-
yonel isleyisini aksatabilir, mali kayiplara yol agabilir ve hatta daha genis
bir ekonomik krizin tetikleyicisi olabilir.

Dogrudan Ekonomik Etkiler: Siber giivenlik ihlallerinin dogrudan
maliyetleri, genellikle 6nemli ve hizla bilyliyen bir sorun teskil etmek-
tedir. Bu tiir olaylar, kuruluslar i¢in yalnizca anlik mali kayiplara degil,
ayn1 zamanda uzun vadeli finansal etkiler yaratacak cesitli giderlere de
yol agmaktadir. Bir siber saldir1 veya giivenlik ihlali, dogrudan hirsizlik,
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dolandiricilik, veri kayb1 ve hizmet kesintileri gibi finansal zararlara neden
olabilmektedir. Bu kayiplar, sirketlerin gelirlerini dogrudan etkiledigi gibi
kisa vade de likidite problemlerine sebep olmaktadir.

Bir siber giivenlik olay1 sonrasinda, kuruluslar siklikla olay miidahale-
si ve kurtarma ¢aligmalarina biiylik miktarda para harcarlar. Olay miidaha-
lesi, giivenlik agiklarini tespit etme, saldirinin etkilerini sinirlama ve veri-
leri koruma gibi acil 6nlemleri icerir (Keeper Security, 2023). Bu siiregler,
genellikle dis danismanlik hizmetleri ve gilivenlik uzmanlariyla yapilan
sozlesmelerle de desteklendiginden ek maliyetler olugmaktadir. Ayrica,
sirketlerin sistemlerini eski haline getirmek ve normal isleyisi saglamak
icin altyap1 ve yazilim giincellemeleri gerekebilir, bu da ciddi bir finansal
yiik olusturmaktadir. Ornegin halka acik sirketler igin siber giivenlik ih-
lallerinin etkileri, hisse senedi fiyatlarinda belirgin bir diisiise yol agabilir.

Yapilan aragtirmalar, biiyiik bir siber giivenlik ihlalinin sirketin hisse
senedi fiyatlarinda ortalama %S5 ila %10 arasinda bir diisiise neden olabi-
lecegini gostermektedir. Bu diisiis hem anlik finansal kayiplari hem de ge-
lecekteki giivenlik ve karlilik ile ilgili yatirimer kaygilarini yansitmaktadir.
Hisse senedi fiyatlarindaki ani diisiis, sirketin piyasa degerini kaybetme-
sine ve potansiyel yatirimcilarin sirkete olan giiveninin sarsilmasina yol
acabilmektedir. Bu durum, gelecekteki finansman maliyetlerinin artma-
sina, potansiyel ortakliklarin veya yatirim firsatlarinin azalmasina neden
olabilmektedir (Federal Reserve, 2022). Ozetle, siber giivenlik ihlallerinin
dogrudan mali etkileri yalnizca olayin hemen ardindan degil, ayn1 zaman-
da uzun vadede de devam edebilir. Sirketlerin bu tiir ihlallerin finansal
sonuglarini azaltabilmek i¢in etkili giivenlik dnlemleri almasi, kapsamli bir
kriz yonetimi plan1 gelistirmesi ve yasal diizenlemelere uygunluk saglama-
st son derece dnemlidir. Aksi takdirde, kisa vadeli mali kayiplarin yani sira
uzun vadeli itibar zedelenmesi de sirketin siirdiiriilebilirligini ciddi sekilde
riske atabilir. Bu durum, yalnizca mevcut is siireglerini olumsuz etkileyip
aksatmakla kalmaz, ayn1 zamanda gelecekteki biiyiime ve firsatlarin da
siirlanmasina yol agabilir.

Dolayli Ekonomik Etkiler: Dogrudan ekonomik kayiplarin yani sira,
siber glivenlik tehditlerinin dolayl etkileri de olduk¢a kapsamli ve uzun
vadeli olabilir. Ozellikle bir kurulusun itibarmin zarar gérmesi, tiiketicile-
rin glivenini ve sadakatini olumsuz etkileyebilir. Bu durum, ilgili sektorde-
ki satislarin diismesine yol agabilir. Bir veri ihlali ya da giivenlik ac1g1 son-
rasinda, tiiketiciler hizmet aldiklar sirketlere kars1 giiven kayb1 yasayabilir
ve bu olumsuz durum yalnizca mevcut miisteri kitlesini degil, potansiyel
misterileri de etkileyebilir. Giiven kaybi, 6zellikle dijital ¢cagda miisteri-
lerin daha dikkatli se¢imler yapmasina neden olur, bu da sirketin pazar
paymin daralmasina yol acar (Federal Reserve, 2022; PTM Wealth, 2024).
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Itibar zedelenmesi satislar1 olumsuz etkiler ve uzun vadede finansal
kayiplara neden olabilir. Ayrica, sirketler siber glivenlik dnlemlerini giig-
lendirmek adina 6nemli kaynaklar ayirmak zorunda kaldiklarindan kay-
naklarin genellikle inovasyon ve bilylime girisimlerinden uzaklastirilmasi
s0z konusu olur. Sirketler, siber tehditlere karg1 savunmalarini pekistirebil-
mek i¢in ek giivenlik yatirnmlarma ydnelmek durumunda kalabilirler.

Bu, kisa vadede sirketlerin teknolojik gelisim ve yenilikgilik calig-
malarini sinirlayabilmektedir. Inovasyon ve gelistirmeye yonelik harca-
malarin azalmasi, ekonomik gelismeyi ve sektorel bilyiimeyi potansiyel
olarak yavaglatabilir. Bu, ozellikle yiiksek teknoloji ve dijital doniisiim
siireglerine dayali sektorlerde daha belirgin hale gelir. Teknolojik ilerleme-
nin yavaslamasi hem sirketlerin rekabet giiciinii hem de genel ekonomik
verimliligi olumsuz yonde etkileyebilir. Finansal hizmetler sektort, siber
giivenlik tehditlerinin yol actig1 dolayl etkilerden daha fazla etkilenen bir
diger 6nemli sektordiir. Bu sektor, siber giivenlik ihlallerinin neden oldugu
zararlara kars1 duyarl olup, ihlallerin karlilik ve rekabet giicii iizerinde
ciddi etkileri olabilir.

Finansal hizmetler sirketleri, giivenlik ihlalleri sonucunda sadece dog-
rudan mali kayiplarla degil, ayn1 zamanda yatirimcilarin ve is ortaklarinin
giivenini kaybetme riskiyle de karsi karsiya kalir. Bunun sonucu olarak,
finansal kuruluglar uluslararasi pazarlarda rekabetciliklerini kaybedebilir
ve yabanci yatinnmlar agisindan daha az cazip hale gelebilirler. Bu durum,
sadece sektordeki sirketleri degil, tiim ekonomi {izerinde daha genis ¢ap-
11 etkiler yaratabilir, ¢iinkii finansal hizmetler sektorii, ekonomik biiylime
ve yatirim kararlariin temel tasiyici unsurlarindandir (Esecurity Planet,
2024).

Sonugcta siber giivenlik tehditlerinin dogrudan ve dolayli ekonomik et-
kileri hem bireysel kuruluslar1 hem de kiiresel ekonomik yapilar1 derinden
etkileyebilir. Bu etkiler, sadece kisa vadeli mali kayiplarla sinirhi kalmaz,
ayni zamanda uzun vadeli ekonomik biiyiime, rekabetcilik ve kiiresel tica-
ret lizerinde de 6nemli bir baski olusturur. Bu baglamda, devletler ve sir-
ketler, siber gilivenlik dnlemlerini gliclendirmek ve dijital altyapilar1 daha
direncli hale getirmek icin daha fazla kaynak ayirarak, bu tehditlerin olas1
ekonomik etkilerini minimize etmek adina stratejiler gelistirmelidir.

Daha Genis Ekonomik Etkiler: Siber giivenlik agiklarinin etkileri,
yalnizca bireysel sirketleri degil, ayn1 zamanda ulusal giivenligi ve ekono-
mik istikrar1 da ciddi sekilde tehdit etmektedir. Ozellikle enerji, ulastirma
ve iletigim gibi kritik altyapilar, siber suglular tarafindan sik¢a hedef alin-
maktadir. Bu sektdrlerde meydana gelen herhangi bir giivenlik ihlali, temel
hizmetlerin aksamasina neden olabilir ve biiyiik dlcekli ekonomik kayip-
lara yol acabilir. Ornegin, enerji arzinin kesilmesi, ulasim sistemlerindeki
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aksakliklar veya iletisim aglarindaki ¢okiisler, toplumun giinliik isleyisini
durdurabilir ve genis ¢apli ekonomik zararlar dogurabilir (Federal Reser-
ve, 2022; PTM Wealth, 2024). Kiiresel olcekte, siber suglarin ekonomik
etkilerinin yillik trilyonlarca dolara ulagsmasi beklenmektedir. Bu durum,
diinya genelinde ekonomik istikrar1 tehdit eden biiyiik bir risk faktorii ha-
line gelmistir. Siber suglarin hizla artan yayginligi, yalnizca bireysel islet-
melerin degil, tim ulusal ekonomilerin de bu tehditlere kars1 daha savun-
masiz hale gelmesine neden olmaktadir. Bu nedenle, giivenlik agiklarinin
ele alinmasi hem ulusal giivenligi hem de ekonomik biitiinligii korumak
acisindan son derece dnemli bir aciliyet tasimaktadir (CISA, 2024).

Siber Giivenlik Politikalari: Ulkemizde siber giivenlik stratejileri ve
uygulamalar1 heniliz uzun bir ge¢mise sahip olmasa da bu alanda atilan
onemli adimlar giderek artmaktadir. Ozellikle, dijital giivenligin saglan-
masi ve altyapilarin korunmasi amaciyla yapilan yasal diizenlemeler, siber
giivenlik alanindaki ilk somut girisimler arasinda yer almaktadir. 2004 y1-
linda ¢ikarilan 5070 sayili Elektronik imza Kanunu, dijital ortamda giiven-
li islemler icin gerekli hukuki altyapiy1 olusturmus ve elektronik imza kul-
lanimini yasallagtirmistir. Bu kanun, dijital giivenligin giiclendirilmesi ve
e-ticaretin saglikli bir sekilde yiiriitiilmesi agisindan 6nemli bir kilometre
tas1 olmustur. Sonraki yillarda, 2008°de yiiriirliige giren Elektronik Haber-
lesme Giivenligi Yonetmeligi, 6zellikle haberlesme alanindaki giivenlik
tedbirlerini amaglayarak, kritik iletisim altyapilarinin siber tehditlere karsi
korunmasina odaklanmistir (Hekim ve Basibiiyiik, 2013). Ayrica, siber gii-
venlik becerileri eksikligine iliskin analizlerin, isgiicli ekonomisi, yetkinlik
politikasi ve etkililik analizi gibi sosyal bilimlerde yer alan arastirma gele-
neklerine baglanmasi gerekliligi de glinlimiizde tartisma konusu olmakta-
dir (Austin, 2020). Bu yonetmelik, Tiirkiye’nin siber giivenlik stratejileri-
nin temel unsurlarindan biri haline gelmis ve sektdrdeki tiim paydaslar i¢in
giivenlik standartlarinin belirlenmesinde énemli bir rol oynamaistir.

Tiirkiye'deki Onemli Siber Giivenlik ihlalleri ve Ekonomik Etki-
leri

Tiirk Telekom Altyap1 Saldiris1 (2016)

Olay: 2016 yilinda Tiirk Telekom’un altyapisina yonelik siber saldiri-
da Tiirk Telekom’un internet ve telefon hizmetlerinde kesintiler meydana
gelmistir.

Ekonomik Etkiler: internet hizmetlerine erisimin kisitlanmasu, tica-
retin ve giinliik is faaliyetlerinin aksamasina neden olmustur. Bu durum,
birgok isletmenin gelir kayb1 yasamasina yol actig1 gibi 6zellikle e-ticaret
sektoriinde faaliyet gdsteren firmalar, satislarinin 6nemli 6l¢iide diismesiy-
le karsilagmistir. Ayrica, Tiirk Telekom’un teknik altyapisinin onarim ve
iyilestirilmesi i¢in ek maliyetler de ortaya ¢ikmustir.
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Banka Hesaplarina Yonelik Oltalama Saldirilar: (2018)

Olay: 2018’de Tiirkiye’deki biiyiik bankalara yonelik oltalama saldi-
rilar1 diizenlendi. Saldirganlar, miisterilerin banka bilgilerini calarak, he-
saplarindaki paralari izinsiz bir sekilde transfer etti.

Ekonomik Etkiler: Bankalarin giivenlik agiklarindan yararlanan bu
saldir1 sonucu, birgok miisteri parasal kayiplara ugramistir. Ayrica, banka-
lar igin itibar kaybi s6z konusu olmus ve bu, durum banka miisterilerinin
giiveninin zedelenmesine yol agmistir. Bankalar, giivenlik 6nlemleri almak
icin ek yatirimlar yapmak zorunda kalmig ve sektdriin genel giivenlik ma-
liyetleri arttigindan bankalarin operasyonel giderleri de bu durum parale-
linde artmustir.

Universitelere Yonelik Siber Saldirilar (2020)

Olay: Tiirkiye’deki birkag tliniversiteye yonelik siber saldirilar, iini-
versitelerin egitim ve arastirma verilerini hedef almistir. Bu saldirilarda,
akademik veriler calinmis ve bazi {iniversiteler egitimlerine gegici olarak
ara vermek zorunda kalmistir.

Ekonomik Etkiler: Universiteler, egitim siireglerini siirdiirmekte zor-
lanmis ve bu da egitim sektorii i¢in finansal kayiplara yol agmistir. Ayrica,
saldir1 nedeniyle akademik ve arastirma verilerinin giivenligini saglamak
icin Uiniversiteler yeni yatirimlar yapmak zorunda kalmistir. Egitim sekto-
riindeki bu aksakliklar, egitimdeki verimliligi olumsuz etkileyerek ekono-
mik anlamda daha biiyiik kayiplara yol agmistir.

Tiirk Hava Yollar1 ve Devlet Kurumlarma Yonelik Saldirilar
(2021)

Olay: 2021 yilinda Tiirk Hava Yollar1 ve bazi devlet kurumlarina yo-
nelik ve biiylik 6l¢tide kotii niyetli yazilimlardan olusan saldirida kurumla-
rin dijital altyapilarinin isleyisi gegici olarak engellenmistir.

Ekonomik Etkiler: Tiirk Hava Yollari'nin dijital sistemlerinin devre
dis1 kalmasi, ugus iptalleri miisteri hizmetlerinde aksakliklara yol agmis-
tir. Bu da miisteri memnuniyeti kaybina ve gelir kaybina neden olmustur.
Ayrica, saldir1 sonrasi alinan gilivenlik 6nlemleri, sirketin ek harcamalar
yapmasina yol agmistir. Devlet kurumlarina yonelik saldirilarin etkileri
hem devletin dijital hizmetlerini hem de kamu giivenligini tehdit etmistir.
Devletin bu tiir olaylara kars1 aldig1 glivenlik nlemleri de ek biitce gerek-
sinimlerine neden olmustur.

Banka Sektoriine Yonelik Fidye Yazilimi Saldirilar: (2022)

Olay: 2022 yilinda Tiirkiye'deki birkag biiylik bankaya yonelik fidye
yazilimi saldirilart diizenlenmesi seklinde olmustur. Saldirganlar, banka-
larin dijital sistemlerini kilitleyerek, verilerin serbest birakilmast i¢in fidye
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talep etmistir.

Ekonomik Etkiler: Bu saldirilarin ekonomik etkileri, sadece dogru-
dan fidye 6demeleriyle sinirli kalmamis ayni zamanda bankalarin sistem-
lerini yeniden kurmak ve giivenligi artirmak icin yapacaklar1 ek yatirim
ve maliyetleri de arttirmistir. Ayrica, bankalarin miisteri verilerinin giiven-
de olmamasi, miisteri giivenini sarsmis ve olas1 miisteri kayiplarina yol
acmustir. Bankalarin saldirtya ugramasi, diger finansal kurumlar1 da daha
biiyiik giivenlik tedbirleri almak zorunda birakarak, sektorde genel bir gii-
venlik maliyet artigina neden olmustur.

SONUC VE ONERILER

Siber giivenlik agiklarmin yayginligi hem ulusal istikrar hem de ekono-
mik ilerleme i¢in ciddi bir risk olugturmaktadir. Dijitallesmenin hizlanma-
styla birlikte finansal ve kritik altyapi sistemlerine yonelik siber saldirilar
onemli dlclide artmis, bu da operasyonel aksakliklara, glivenin azalmasina
ve itibarin zedelenmesine neden olmustur. Bu risklerden en ¢ok etkilenen
sektorler ulasim, enerji, saglik ve finans sektorleridir. Uzun vadeli eko-
nomik istikrarsizlik, daha diigiik hizmet kalitesi ve daha yiiksek isletme
giderleri, bu tiir giivenlik ihlallerinin olas1 sonuglaridir. Siber saldirilarin
parasal kayiplarin Otesine gecen yansimalar1 da vardir; ayrica paydas ve
tiiketici sadakatinde diisiise ve kamu giiveninde kayba neden olmaktadir.
Bu faktorler goz oniinde bulunduruldugunda, siber glivenligin iyilestiril-
mesi i¢in kapsamli ve ¢ok boyutlu Snlemlerin alinmasi gerekmektedir.
Etkili tehdit yonetimi, kamu ve 6zel sektoriin siber giivenlik stratejileri
gelistirmek tizere birlikte calismasiyla kolaylasacaktir. Kurumsal giivenlik
altyapilarinin giiclendirilmesi son teknolojinin biitiinlestirilmesi ve siirekli
izleme sistemlerinin devreye sokulmasiyla saldirilara kars1 dayanikliliklar
artirllacaktir. Ayrica, bireyler ve ¢alisanlar arasinda farkindaligi artirmak
ve siber giivenlik kiiltiirlinii yayginlastirmak i¢in egitim programlarimin
fazlalastirilmasi, toplumun bu konuda daha da bilgilendirilmesi i¢in ¢alis-
malar yapilmasi biiyiik 6nem tasimaktadir. Bu strateji, siber giivenlik uz-
manlarmi egiterek ve kiiresel ¢apta bilgi aligverisinde bulunarak risklerin
onlenmesi i¢in giiglii bir temel olusturacaktir.



36 * Didem ISSEVER

KAYNAKLAR

Karasoy, H. A., & Babaoglu, P. (2021). Tirkiye’de siber giiven-
lik: Yasal ve kurumsal altyapi.  Yasama Dergisi, 44, 123-155.

Afyonluoglu, Mustafa., “Siber Giivenlik ve Kamu Politikalar1”, Teknoloji ve
Kamu Politikalari Kitabi, ss. 379-411, (Ed.: Mete Y1ldiz-Cenay Babaoglu),
Gazi Kitabevi, Ankara, 2020.

Hansen, L., & Nissenbaum, H. (2009). Digital disaster, cyber security, and the
Copenhagen School. International studies quarterly, 53(4), 1155-1175.

Jang-Jaccard, J., & Nepal, S. (2014). A survey of emerging threats in cybersecu-
rity. Journal of computer and system sciences, 80(5), 973-993.

Nasuh B. Karadag. (2024). Siber giivenligin tarihsel gelisimi. Nasuh Bugra Kara-
dag. https://www.nasuhbugrakaradag.av.tr/siber-guvenligin-tarihsel-gelisi-
mi/ Erisim Tarihi: 02.12.2024.

Cakir, H., & Uzun, S. A. (2021). Tiirkiye’nin siber giivenlik eylem planlarinin
degerlendirilmesi. Ekonomi Isletme Siyaset ve Uluslararasi iliskiler Der-
gisi, 7(2), 353-379.

Unver, M., Canbay, C., & Mirzaoglu, A. G. (2009). Siber giivenligin saglanmas:
Tiirkiye’deki mevcut durum ve alinmasi gereken tedbirler. Bilgi Teknoloji-
leri ve Tletisim Kurumu (BTK), Ankara, 8, 2018.

Fischer, E. A. (2014). Cybersecurity issues and challenges: In brief.

Sun, N., Zhang, J., Rimba, P., Gao, S., Zhang, L. Y., & Xiang, Y. (2018). Data-dri-
ven cybersecurity incident prediction: A survey. IEEE communications
surveys & tutorials, 21(2), 1744-1772.

Mclntosh, T., Jang-Jaccard, J., Watters, P., & Susnjak, T. (2019). The inadequacy
of entropy-based ransomware detection. In Neural Information Proces-
sing: 26th International Conference, ICONIP 2019, Sydney, NSW, Austra-
lia, December 12—15, 2019, Proceedings, Part V 26 (pp. 181-189). Sprin-
ger International Publishing.



Bilgisayar Mithendisligi Alaninda Aragtirmalar ve Degerlendirmeler - 37

Arslan, M. E. (2016). Siber Giivenlik ve Siber Saldir1 Tiirleri. Gazi Universitesi,
Saglik Biligsim Enstitiisii, Ankara.

Eryilmaz, E. E., & Kilig, E. (2020). Istenmeyen Epostalarin Tespiti i¢in Kullanilan
Yontemlerin incelenmesi. Dicle Universitesi Miihendislik Fakiiltesi Mii-
hendislik Dergisi, 11(3), 977-987.

Acar, S. A. M. 1., & Zoray, M. (2021). Ortadaki adam saldirisinin teknik yonden
incelenmesi.

Letstechiteasy. (2024). Cyber security attacks. https://letstechiteasy.com/blog/cy-
ber-security-attacks/ Erigim Tarihi: 02.12.2024.

The Cyber Express. (2024). What are vulnerabilities? https://thecyberexpress.
com/what-are-vulnerabilities/ Erisim Tarihi: 02.12.2024.

Sprinto. (2024). Cyber security vulnerabilities. https://sprinto.com/blog/cyber-se-
curity-vulnerabilities/ Erisim Tarihi: 02.12.2024.

Keeper Security. (2023, December 27). Common types of cybersecurity vulne-
rabilities.  https://www.keepersecurity.com/blog/2023/12/27/common-ty-
pes-of-cybersecurity-vulnerabilities/ Erisim Tarihi: 03.12.2024.

Federal Reserve. (2022, May 12). Implications of cyber risk for financial stabi-
lity. https://www.federalreserve.gov/econres/notes/feds-notes/implica-
tions-of-cyber-risk-for-financial-stability-20220512.html  Erisim Tarihi:
04.12.2024.

PTM Wealth. (2024). The economic impact of cybersecurity breaches. https://
ptmwealth.com/articles/the-economic-impact-of-cybersecurity-breaches
Erigim Tarihi: 04.12.2024.

CISA. (2024). Cybersecurity best practices. https://www.cisa.gov/topics/cyberse-
curity-best-practicesSon Erisim Tarihi: 05.12.2024

Coderspace. (2024). Siber gilivenlik aciklar1 nedir? https://coderspace.io/blog/si-
ber-guvenlik-aciklari-nedir/Son Erigim Tarihi: 05.12.2024



38 * Didem ISSEVER

Kara, 1. (2019). Kaba kuvvet saldir1 tespiti ve teknik analizi. Sakarya University
Journal of Computer and Information Sciences, 2(2), 61-69.

Uddin, M. H., Ali, M. H., & Hassan, M. K. (2020). Cybersecurity hazards and
financial system vulnerability: a synthesis of literature. Risk Manage-
ment, 22(4), 239-309.

Zengrce. (2024). Top 7 vulnerability mitigation strategies. https://www.zengrc.com/
blog/top-7-vulnerability-mitigation-strategies/ Erisim Tarihi: 04.12.2024.

Yazilim Tirkiye. (2024). Zararli yazilimlar nedir, ¢esitleri neler? https://www.
yazilimturkiye.com/zararli-yazilimlar-nedir-cesitleri-neler/ Erisim Tarihi:
05.12.2024

Infinitumit. (2023). Giivenlik acig1. https://www.infinitumit.com.tr/guvenlik-aci-
gi/ Erigim Tarihi: 06.12.2024

Akamai. (2024). 9 malware types enterprise professionals need to know. https://
www.akamai.com/blog/security/9-malware-types-enterprise-professio-
nals-need-to-know Erigim Tarihi: 05.12.2024

Esecurity Planet. (2024). 2024 cybersecurity laws & regulations. https://www.
esecurityplanet.com/compliance/2024-cybersecurity-laws-regulations/Son
Erigim Tarihi: 06.12.2024

Hekim, H., & BASIBUYUK, O. (2013). Siber suglar ve Tiirkiye nin siber giiven-
lik politikalari. Uluslararasi Giivenlik ve Terorizm Dergisi, 4(2), 135-158.

Austin, G. (2020). Cyber Security Education. Principles and Policies. New York,
NY, UK and New York: Routledge.



CHAPTER 3

THE IMPACT OF SOFTWARE
TESTING ACTIVITIES ON
SOFTWARE QUALITY

Done KARHAN', Fulya ASLAY?




40 - Done KARHAN, Fulya ASLAY

1.INTRODUCTION

The software sector has become an indispensable part of social and
economic life with rapidly developing technology. Today, individuals and
businesses want to have quick access to the services and products they
need. Accordingly, the functionality, reliability and user-friendliness of
software products are of great importance. However, meeting these ex-
pectations requires meticulous work not only in the software development
process but also in the quality assurance and testing processes. Planning
and management processes are crucial for the success of software projects.
However, problems such as delays, budget overruns and poor quality are
common challenges. For example, in a study conducted by Standish Group
International in 2004, it was found that 53% of software projects were
completed over the planned budget and time. Only 29% were completed
on time and on budget (Seker, 2014). This clearly demonstrates the critical
role of effective planning and management processes in software projects
in reducing the probability of failure. Software testing is a systematic pro-
cess to evaluate whether a software works in accordance with specified
requirements, to detect defects and to prevent negative consequences that
these defects may cause. However, in many software projects, testing pro-
cesses are neglected due to time and cost pressures. Although it is thought
to save on the testing phase in the first place, it is seen that this approach
leads to higher costs and customer dissatisfaction in the long run. Untested
software has the potential to produce errors after it is presented to the user,
and these errors can negatively affect the reliability of the software and the
user experience. A quality software development process depends not only
on coding, but also on the effective implementation of testing processes.
The planned execution of testing processes ensures that the software is
not only error-free, but also optimized in terms of performance and fully
responsive to user needs. Test automation, in particular, has an important
place in modern software projects in terms of accelerating processes and
reducing costs. Major companies around the world are investing heavily
in test automation and continuous integration processes to reduce costs
and improve quality in software projects. In this study, the importance of
software testing processes and the techniques used in these processes are
discussed in detail. The aim is to show how testing processes can be im-
proved and integrated into the software lifecycle to achieve higher quality
results at lower cost in software projects. Testing processes in the software
lifecycle are not only a technical requirement but also a strategic priority
for the sustainability of software projects. The correct implementation of
testing processes increases the value of software products to both business-
es and users in the long term. Accordingly, effective management of test
processes is a key factor in the success of software projects.
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2. WHAT IS SOFTWARE TESTING?

Software testing is a set of methods to evaluate the conformance of a
software to specified requirements and to uncover potential defects. This
process is performed to verify whether the software meets the desired func-
tionality, performance and user requirements. As an integral part of the
development process, software testing aims to both improve the overall
quality of the software and ensure user satisfaction. Since it is usually not
possible to prove that a software is bug-free, the main goal of the testing
process is to minimize defects by simulating the operating conditions of
the software. This is achieved by examining the software’s responses to in-
puts, checking the correctness of the outputs and comparing them with the
expected results. At the same time, the software’s weaknesses and possible
error scenarios are tested to predict future risks. Software testing involves
two basic approaches: static testing and dynamic testing. Static testing in-
volves examining the software before it is executed, while dynamic test-
ing involves checking the software during its real-time operation. Both
approaches are critical for analyzing different aspects of the software and
ensuring its correctness. An effective testing process not only detects soft-
ware defects, but is also an important tool for optimizing the software’s
performance, improving its ease of use and ensuring its security. Software
testing therefore enables the early detection of defects during the develop-
ment process, resulting in high quality products at a lower cost. As a result,
software testing is an integral part of the software development lifecycle
and an indispensable process to guarantee the functionality, performance
and reliability of a software. It is not only a technical requirement but also
one of the cornerstones of a user-centered approach.

3. OBJECTIVES OF SOFTWARE TESTING

The main goal of software testing is not to make software completely
bug-free, but to detect and resolve existing bugs. This process is aimed at
improving the quality of the software and minimizing potential risks. By
correcting bugs, the reliability of the software increases, which increases
customer satisfaction, prevents major risks such as loss of life and helps
prevent financial losses. In addition, the reliability of the person or compa-
ny developing the software is directly proportional to the effectiveness of
the testing processes. Seven basic principles have been identified in soft-
ware testing processes. These clearly define the purpose of testing and how
it should be conducted: The Purpose of Testing is to Detect Defects: Soft-
ware testing is not performed to show that defects do not exist, but rather
to find and fix existing defects (Amir G., 2018). One Hundred Percent
Untestable: It is not practically possible to test every possible situation of
the software. Therefore, testing should focus on the most risky areas of the
software. Testing should be done at the beginning of the process: Software
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testing should be started at the beginning of the development process, not
at the end. In this way, bugs can be detected and corrected in the early stag-
es. Bugs are often concentrated in specific areas: Bugs in software are of-
ten concentrated in certain areas. Tests focusing on these areas ensure that
bugs are detected at less cost. The Pesticide Paradox: As the same test cas-
es are repeated, the software may become immune to testing and defects
may not be detected. In this case, test cases need to be renewed and diver-
sified (Vaishali, 2017). Each Software Requires Unique Testing Approach-
es: Each software has different characteristics depending on factors such
as the technology, hardware and security requirements. Therefore, unique
testing approaches should be developed for each software. Bug-Free Soft-
ware Does Not Meet Customer Needs: Just because software is bug-free
does not necessarily mean that it meets customer needs. Therefore, not
only technical verification but also whether customer requirements are met
should be considered in software testing. Software testing not only iden-
tifies defects, but also improves the overall quality and reliability of the
software, enabling the adoption of a customer-centric approach.

3.1. SOFTWARE TEST TYPES

Software testing methods are used to minimize errors in the details of
software development. Each test has its own interstices and limitations.
Below, the most common types of testing are described.

3.1.1. Black Box (Black Box) Test

In black-box testing, only the operations between what comes from
the outside and what is obtained are examined, without looking at the inter-
nal structure and code of the software. This type of testing does not require
any indication of how the software is performing; it only tests whether the
expected results are met with the given inputs (Srinivas & Jagruthi, 2012).
This type of testing is particularly preferred to simulate how the software
will be executed by the user. Black box testing does not indicate how much
of the software’s code has not been tested. This means that the scope of
testing can be limited. It can also sometimes be difficult to correctly spec-
ify test inputs according to business rules, which can lead to incomplete
execution of some test steps (Khan, M., 2011).

3.1.2. White Box (White Box) Test

White box testing is a type of testing that analyzes the internal struc-
ture of the software in detail. By examining the functions, procedures,
methods and data of the software, this test makes it possible to detect un-
necessary code. At the same time, it aims to increase the readability of the
software while ensuring the efficiency of use (Srinivas & Jagruthi, 2012).
White box testing offers the ability to perform more in-depth analysis
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than black box testing. Comprehensive testing of the entire code allows
for more detailed evaluations. This minimizes the number of overlooked
test cases and significantly improves the code quality of the software. In
addition, accelerated defect detection and easier determination of test cov-
erage make white box testing a preferred method in software development
processes. However, white box testing is a process that requires technical
knowledge. Collaboration with developers and knowledge of certain code
standards are important for successful implementation of this test. Howev-
er, in large software projects, creating test cases that cover the entire code
can be time-consuming, which can increase the lead time and complicate
project management (Steegmans et al.).

3.1.3. Grey Box Test

Gray box testing, as the name suggests, is a combination of certain
features of white box testing and black box testing. In this type of testing,
the tester has limited knowledge of the internal structure of the software.
That is, they not only perform tests on the user interface, but also go down
to the code level to a certain extent. This approach aims to detect bugs in
both the functionality and the internal structure of the software. While gray
box testing tests the functioning of the software and user interactions, it
also requires some knowledge of the technical infrastructure of the soft-
ware.

3.1.4. Unit Test

Unit testing is a basic test method performed by developers at the
beginning of the software development process. These tests aim to check
whether the smallest units of the software - for example, functions or code
modules - work in accordance with the specified requirements (Myers et
al., 2012). Unit testing allows developers to assess the correctness of the
code they are creating at an early stage and enables early detection of po-
tential errors. In order to apply these tests effectively, developers need to
have a deep knowledge of the details of the code and software design.
Today, many software development platforms offer tools and frameworks
that support unit testing, making it easier to integrate these tests into soft-
ware processes. Many organizations have made the use of unit testing
mandatory to ensure quality from the early stages of software development
(Osherove, 2013). The main purpose of unit testing is to quickly detect de-
fects that may occur during the development or modification of software.
While these tests provide insight into the functioning of the code, fake ob-
jects or similar techniques are often used to prevent external dependencies
from affecting the testing process. Thus, external factors such as network,
database and file system access do not interfere with the results of the tests.
In addition, unit testing is fast and each test can be performed independent-
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ly, making it possible to obtain test results in a short time. These features
are of great importance for ensuring the correctness and reliability of each
component of the software (Olan, 2003). Unit tests not only detect defects
early, but also play a critical role in analyzing the impact of changes made
in code refactoring processes on the software. Unit tests, written in accor-
dance with standards, help developers to quickly identify and minimize
defects that may occur as a result of changes to the code (Kua). In this
context, unit testing is an indispensable tool for improving the reliability of
software and supporting the efficiency of the development process.

3.1.5 Integration Test

Integration tests are tests that examine not the individual components
of the software, but whether these components work in harmony with each
other. For example, an example of integration testing is checking that the
accounting and customer relationship management (CRM) modules in a
software work properly in both systems. These tests also cover the inte-
gration of components such as database access, file reading and writing
(Osherove, 2013). The main objective is to test whether small systems
that function independently create any incompatibilities or errors when
they work together. Individual unit tests may show that each system is er-
ror-free, but they do not guarantee that these systems function properly as
part of a larger system. Integration testing is necessary to detect errors and
problems that may arise from interactions between systems. It should be
noted that integration testing should be done after unit testing. These tests
are usually considered end-to-end tests and provide control over the state
of the environment, dependencies (timing, database, network connections,
threads, etc.). This type of testing evaluates the interactions of functional
units with each other and the overall performance of the system. Two main
approaches can be used for integration testing: Narrow Scope Integration
Testing: This type of testing involves only testing other services that inter-
act with a specific service. That is, only the interactions between specific
modules are examined, not the entire system. This is a broader version of
unit testing (Vocke, 2018). Comprehensive Integration Testing: This is a
test to check that all services and the system are working properly. Numer-
ous factors are reviewed, such as network access, file reading and writing,
database connections and authorizations. It also simulates how the system
should function in a live environment and tests the interactions between
multiple services (Vocke, 2018).

3.1.6.Functional Test

Functional testing is testing that checks the functionality of the soft-
ware, usually through the software interface. This type of testing does not
focus on the design or structure of the software, but only checks whether
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the software meets the requirements (Young & Pezze, 2008). Functional
testing is one of the commonly used test types in companies in Turkey. In
some organizations, in the absence of software analysts and testers, soft-
ware development team members can perform these tests. However, in
companies where analysts are employed, software testing is mostly per-
formed by analysts. In companies with test teams, processes such as doc-
umentation, planning, execution and reporting of functional tests are man-
aged by test teams. In this process, it is extremely important for the test
team to communicate with all stakeholders in the software development
lifecycle (developers, analysts, etc.). This communication plays a major
role in the creation of test cases. When test cases are categorized accord-
ing to importance criteria, it is possible to determine which tests should
be prioritized and this provides a significant advantage in terms of time
management. The purpose of functional testing is to demonstrate how well
the software meets its requirements and how well it can reduce error rates,
thus improving the quality of the software. Providing appropriate test data
is also very important in testing. Because it can often be difficult to obtain
appropriate test data in large software systems. Providing the right test data
before testing is a critical step for efficient testing.

3.1.7.Smoke Test

A smoke test is a type of test where a few of the most basic test cases
are usually selected. The aim is to check that the basic functions are being
performed, rather than to test the system or the screen. This test is done to
determine whether the application is accepted into the testing process. If
the basic functions are not working correctly, the product is sent back to
the software team before it is accepted into the testing process (Laboon,
2017). Although this phase is often referred to as acceptance testing, it is
not the acceptance of the test that is essential here, but the suitability of the
product for testing. It may seem unnecessary at first, but it actually makes
a big difference in terms of time and cost. Taking a product that is not
ready for testing into the testing process can cause unnecessary revisions.
These revisions waste the test team’s time and also cause extra effort from
developers and analysts.

3.1.8.Regression Test

Regression testing, like smoke testing, usually involves a smaller
number of test cases, but is more detailed than smoke testing. This type of
testing focuses on testing specific and critical functions, not the entire sys-
tem. This type of testing is necessary after minor changes to the software.
During regression testing, important functions in the software are identi-
fied and which functions to test are selected based on a risk assessment.
Testing is performed in an environment where the entire system is running,
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i.e. not on the developer’s computer, but in an environment where all mod-
ules and services are integrated (Ngah et al., 2017). Regression testing is
not a specific test level, but a type of testing that can be applied at different
test levels. This test can be performed during unit, integration and system
testing. When determining the regression test set, four main techniques
such as coverage, precision, efficiency and generality are used. Testing
is done on the existing product instead of starting the software lifecycle.
When new requirements or changes arise, testing is done on specific func-
tions. Regression testing can be completed in shorter times than normal
functional testing. While functional testing may require the tester to know
the system well, regression testing may not require such deep knowledge.
While functional testing continues throughout the software development
process, regression testing is usually done and finalized when the code is
released into the production environment (Arcuri & Briand, 2011).

3.1.9.System Test

System testing is a critical phase in the software development process
that enables a holistic evaluation of all components of the software after
integration. In this testing phase, the software’s ability to adapt to environ-
mental conditions and its performance, as well as functional requirements,
are examined in detail. For example, metrics such as the extent to which
the software uses computer resources and whether it is compatible with
the operating system and other applications are analyzed at this stage. In
this context, it is important to perform non-functional testing as well as
functional testing. System testing is usually performed with a black box
approach. In this approach, only the external behavior of the software is
observed during the testing process; the inner workings of the code are not
evaluated by the test engineers. This method provides a great advantage in
understanding how the system performs from the perspective of the end
user. System testing is performed on all integrated components and the
effects of these components on each other are observed end-to-end. For
this reason, system testing is also called “end-to-end testing” and is used to
verify both functional and non-functional requirements. A comprehensive
system testing process can involve a variety of test methods. Various test
methods such as usability testing, load testing, regression testing, recov-
ery testing, migration testing and hardware testing are applied to evaluate
various aspects of the software. These types of testing play a critical role
in measuring the software’s durability, performance and suitability to user
needs. This process not only improves the quality of the software, but also
increases confidence in the project.
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3.1.10. Acceptance Test

Acceptance tests are not performed by the test team, analyst or develop-
er. These tests should be performed by the people who request the software
requirement. The main purpose here is to check whether the requirements
are met, rather than to test. It evaluates whether the requested functions
are performed correctly and whether the software meets the requirements
correctly. After the product owner receives the solution from the software
team, the software is accepted with the approval of the product owner. If
the product does not reach the desired level, it is sent back to the software
team (Melnik et al., 2009). Acceptance testing is also often referred to as
“user acceptance testing”, where the main purpose is for the user to con-
firm that the required actions have been taken and that the requirements
have been met. Who performs acceptance testing is usually determined at
the beginning of the project. Analysts determine which users are respon-
sible for which issues in meetings with the relevant people in the creation
of requirements and business rules. Some parts of the product may be used
by different users, while other parts may be used by different teams. There-
fore, it is important that testing is done according to these terms of use and
authorizations. In user acceptance testing, test cases prepared by the test
team or the development team are usually not used. This is a common mis-
take. The user should do their own requirements and testing. This requires
good planning. Users may not have used the product before and therefore
need training. Once trained, they can do their own testing. Tests should be
grouped according to the tasks of the users. Having different people test
the same test steps instead of a single person provides a broader feedback
about the product and a clearer idea about possible shortcomings. When
training the user, it is important not to go into too much technical detail, as
this can confuse the user and get in the way of what they really want to see.
Especially for test data, the types of data that users want should be created
and tests should be based on this data. In these tests, not only business
rules are tested, but also usability, user-friendliness, complexity, perfor-
mance and security. User acceptance testing is an important step, usually
performed before the software goes live. However, it is a mistake to per-
form these tests only at the end of the process. A product that fails to gain
user approval can lead to drastic changes in the project. These changes can
lead to wasted time, extra effort and loss of employee motivation. In order
to avoid such problems, it would be more efficient to conduct tests with the
user in the early stages when certain functions of the product are fulfilled.
Based on the user’s feedback, early changes in the software design can
be made more quickly and smoothly. Also, if agile software development
methodologies are used, it is very useful to conduct user acceptance tests
within specific sprints. This practice not only ensures the accuracy of the
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tests, but also allows users to learn more about the product before they re-
ceive it. Once the product is delivered, users can more comfortably use the
product or adapt quickly with basic training (Wallace, 1986).

3.1.11.Usability Test

Usability is an area that is frequently focused on in software projects
and where significant investments are made by companies. Some organi-
zations set up special laboratories for these tests and analyze user behavior
in detail. For example, eye movements are tracked to understand which
processes users have difficulty with; this method is effective in identify-
ing unnecessary or underutilized areas. In line with the importance of this
field, specialists in usability testing are being trained. A software developer
can develop good code, but to optimize the user experience, it is neces-
sary to work with design experts. The seven main issues to be consid-
ered when designing the interface are as follows: Follows Standards and
Guidelines Correctness (Correct) Consistent Intuitive design Usefulness
Flexibility (Flexible) Comfortable (Patton, 2000). The tests performed in
line with these items evaluate whether the software is user-friendly. Accu-
racy: The interface should only present actions that the user can perform
at that moment. For example, if a transaction needs to be canceled, the
relevant button must work. Displaying a button that does not work may
give the user a false impression and question the reliability of the software
(Patton, 2000). Consistency: Following standards that users are used to
makes the software easy to use. For example, while it is generally expect-
ed that the “copy” function is located under an “Edit” menu, moving it to
another menu may lead to confusion. Consistency makes it easier for the
user to navigate through the application (Patton, 2000). Following Stan-
dards and Guidelines: If the software runs on platforms such as Windows
or MacOS, standards specific to these platforms are already established
and documented. These documents contain recommended regulations to
increase the usability of the software. If working on a specific platform,
the standards of the relevant platform should be researched and test cases
should be prepared according to these standards (Patton, 2000). Intuitive
Design: Interface design should be intuitive to enable users to easily meet
their needs. For example, users’ eye and mouse movements are tracked to
determine the areas they interact with the most and the design is organized
accordingly. Important buttons should be in a prominent position, and at-
tention-grabbing warnings should be designed for actions that should not
be taken (Patton, 2000). Flexibility: Users may have different preferred
usage patterns. This should be supported by making the software custom-
izable by offering different color schemes, font sizes or levels of detail.
For example, some users may prefer to use a dark mode, while others may
prefer a light-colored theme. Such options increase the user-friendliness of
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the software (Patton, 2000). Convenience: The user wants to know what
stage the software is in during a process. If a process is taking a long time,
a loading screen or an informational message showing the progress should
be provided. In case of errors, the user should be able to return to the pro-
cess and information loss should be minimized (Patton, 2000). Usability:
The functions of the software should add value to the product and make
sense to the user. Unnecessary features only complicate the interface and
negatively affect the user experience. The functions that enable users to use
the software effectively should be clearly defined (Patton, 2000).

3.1.12. Load Test

Load testing is performed to identify performance bottlenecks by ex-
amining how software systems behave under a given load. These bottle-
necks are uncovered by increasing the load on the system and observing
it over a period of time. Performance problems may not only be caused
by code; there may also be problems related to hardware or network in-
frastructure. Therefore, load tests are performed in an environment that
reflects real system conditions. Load tests are critical to detect problems
in advance, especially in announcement systems where exam results are
announced or announcement systems that may receive heavy traffic. For
example, bottlenecks that may occur when more users than expected ac-
cess the system at the same time can only be revealed by load tests. Func-
tional tests cannot identify such problems. After load testing, necessary
improvements are made to the software code or infrastructure depending
on the data obtained. During the testing process, tests should be carried
out over a long period of time and at regular intervals. For example, log
records, thread management, file read-write operations, memory usage and
network connection details are examined in detail. Continuous processing
helps early detection of errors that may occur in the system in the long term
(Daniel, 2002).

3.1.13. Stress Test

Stress testing aims to measure how the system reacts to unexpected
situations by pushing it to its limits. The system is pushed through max-
imum user load or compute-intensive functions and the behavior of the
entire system is evaluated. The main purpose of this test is to observe if
there is data loss and how the system recovers in the event of a crash. For
example, in a system with multiple main servers, can the structure sus-
tain itself if one server goes down? With such scenarios, the resilience of
the system is tested and potential weak points are identified. In addition,
solutions to improve system performance are developed based on the data
obtained during stress tests.
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3.1.14. Safety Test

Security is one of the most important features of a system. Users do not
prefer an insecure system. Therefore, during security testing, both software
and hardware reliability of the system are tested by simulating possible cy-
ber attacks. The purpose of security testing is to determine how resilient the
system is to external threats. For example, critical points such as the confi-
dentiality of personal information, prevention of fraud risks and prevention
of unauthorized access are checked through these tests. Strong security mea-
sures ensure that the system is preferred by users with confidence.

3.1.15. Alpha Test

Alpha testing is a testing phase that usually takes place in-house after
all the basic testing processes have been completed. Specific user groups
use the product and provide feedback. Based on this feedback, the devel-
opment team fixes the identified bugs. Alpha testing is one of the quality
control phases before the software is released to the end user.

3.1.16. Beta Test

Beta testing is a testing process with real users and real data. Unlike
other tests, this phase allows the system to be tested in a live environment.
The beta version is released to identify and fix remaining problems in the
software based on user feedback. When releasing a beta version of a soft-
ware, companies usually inform users that this version is a “pre-release”
and is used for various data collection processes. Feedback and bugs are
resolved during beta testing to make the final product a more robust ver-
sion. These improvements made during the beta phase ensure that the soft-
ware is more reliable and functional for users.

4. QUALITY IN SOFTWARE

Quality in software is defined as the ability of a software product to
meet user needs and to provide key elements such as reliability and main-
tainability. Ensuring quality requires a disciplined and systematic approach
at every stage of the software development process. As software projects
increase in complexity, the level of formality and discipline in processes
must increase to successfully complete these projects. Often overlooked
by small developers, process management is a key determinant of quality
in large-scale projects. Unplanned and random approaches jeopardize both
the functionality and reliability of the software. To ensure quality in soft-
ware: * Analysis and Requirements Management: Accurate definition of
the software’s objectives. ¢ Design and Planning: Modeling the building in
accordance with both functional and technical requirements. * Testing and
Review: Detecting and correcting bugs in the early stages. Improving pro-
cesses increases both quality and productivity. This is not only a technical
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requirement, but also an approach that guarantees the software’s compli-
ance with user requirements and its longterm success.

4.1 Quality Aspects

Software quality is directly related to the functionality, reliability, per-
formance and maintainability of a software product. Developing quality
software is not only about technical excellence, but also about creating a
product that meets user expectations. The main elements that determine the
quality of software are listed below:

* ISO Standards and Compliance

Quality in software is assessed not only by technical specifications,
but also by compliance with international standards. ISO/IEC 25010 pro-
vides a quality model for software products and defines quality criteria in
a systematic way. Compliance with ISO standards increases the universal
acceptance and reliability of software.

* Security

Security is about the ability of software to protect against unautho-
rized access and data breaches. Preventing vulnerabilities ensures both the
protection of user data and the integrity of the system.

* Reliability
Reliability refers to the software’s fault tolerance and ability to oper-

ate without interruption. Reliable software both increases user satisfaction
and minimizes the risk of failure in critical systems.

* Usability and Ease

Usability refers to the ease with which software can be understood,
learned and used by users. Ease enables users to use the software in a prac-
tical way and shortens the learning process.

* Usability

Usability relates to the practical usability of the software and its abil-
ity to meet user requirements. A usable software increases user satisfaction
and reduces learning time.

* Portability

Portability refers to the capacity of a software to run on different plat-
forms. This feature ensures smooth operation, especially between different
devices and operating systems.

* Flexibility
Flexibility refers to the capacity of software to easily adapt to chang-
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ing needs and environmental conditions. The ability of a software to be
reconfigured or extended in different contexts without losing functionality
is one of the keys to long-term success. For example, the modular design
of a software allows new features to be easily added.

* Efficiency and Effectiveness

Efficiency and effectiveness are determined by the software’s capacity
to perform specific tasks with minimal resource use and time consumption.
These elements affect both the user experience and operational costs.

* Documentation

Effective documentation is essential for a correct and complete under-
standing of the software. User manuals, white papers and training materi-
als increase the learnability and maintainability of the software.

* Cohesion and Integration

The extent to which software is compatible with other systems and
platforms is important. Good integration increases the usability of the soft-
ware in a wider context.

* Functional Relevance

Functional conformance ensures that the software fully meets the
specified requirements. This guarantees correct, complete and reliable op-
eration of the software.

¢ Performance

Efficiency It refers to how effectively the software uses resources and
how quickly it responds to meet user expectations. Performance directly
affects both user experience and system reliability.

* Sustainability

Maintainability is determined by whether the software is suitable for
future maintenance, development and changes. Good software can be eas-
ily updated and maintain its functionality in the long term.

e Trust and Risk

Aversion A key indicator of software quality is that the software does
not create unexpected problems and provides users with confidence. Risk
aversion reinforces this trust by minimizing system errors.

* Context and Scope

It is important that the software meets the business needs identified in
the context in which it is developed and that its scope is aligned with those
needs. A clear context and scope definition avoids unnecessary workload.
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* Performance Efficiency

Efficient use of resources and fast response times indicate the extent
to which the software meets user needs. Performance ensures that the soft-
ware remains stable under all load conditions.

* Individual Capabilities

The knowledge, skills and experience of the development team di-
rectly affect the quality of the software. Talented individuals can produce
innovative solutions to complex problems.

e Team Cohesion and Communication

Strong collaboration and effective communication between team
members play a critical role in the successful completion of projects. Dis-
harmony and lack of communication have a negative impact on quality.

* Complexity of the Product

Complex systems have more potential for error and are difficult to
manage. Simplicity in software design is an important element that im-
proves quality.

* Systematic Approaches

Planned and systematic approaches at every stage, from analysis to
testing, ensure software reliability and

* Time Required

Allocating sufficient time is essential for developing quality software.
Time constraints are often a factor that reduces quality. Evaluating soft-
ware quality based on these elements provides a valuable perspective not
only from a technical point of view, but also in terms of user satisfaction
and system sustainability. This multidimensional approach to quality pro-
vides a framework that increases success in both individual and corporate
projects.

5. THE IMPACT OF SOFTWARE TESTING ON SOFTWARE
QUALITY

Software testing plays a critical role in quality assurance and is an
effective tool at all stages of the software development process. Both func-
tional and performance-oriented testing make it possible to assess the soft-
ware’s conformance to requirements and identify potential defects at an
early stage. This process supports not only the development of technically
high-quality software, but also the improvement of user satisfaction and the
long-term sustainability of the software. Failure rates in software projects
clearly show the negative impact of the lack of quality control and testing
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processes on projects. In this context, extensive studies in the literature
analyzing the effects of software testing strategies on quality demonstrate
the importance of this process.

Software testing is a critical process that evaluates the conformance of
software to functional and non-functional requirements and improves soft-
ware quality. Basili and Selby (1987), in their study comparing software
testing strategies, found that the code reading method is more effective
than other methods in detecting defects (Basili & Selby, 1987). Gelper-
in and Hetze (1988) divided software testing models into two groups as
“phase models” and “life cycle models” and emphasized the contributions
of both models to the prevention and detection of requirements, design and
implementation defects (Gelperin & Hetze, 1988).

Whittaker (2000), by dividing software testing processes into phases
such as modeling the software environment, selection and evaluation of
test cases, emphasized the critical importance of these phases in increasing
the reliability of software (Whittaker, 2000). Tassey (2002) stated that de-
ficiencies in software testing can lead to quality degradation, cost increases
and delays in project deliveries, and also stated that testing in software
development processes has shifted from the coding phase to analysis and
design (Tassey, 2002).

Software testing plays a critical role not only in defect detection but
also in improving the effectiveness of the software development process
and project success. For example, Besli and Cavdar (2010) stated that de-
tailed consideration of test procedures in data warehouse projects increases
the reliability of the software (Besli & Cavdar, 2010). Kili¢ and Oztiirk
(2010) examined integration testing processes in three phases as installa-
tion, module compatibility and functionality tests in the integrated system
and emphasized the importance of planning these processes (Kilig & Oz-
tirk, 2010).

Vural and Sagiroglu (2011) emphasized the impact of security tests on
software durability and reliability, and stated that the classification and im-
plementation of these tests within the framework of standards and guide-
lines is critical for improving software quality (Vural & Sagiroglu, 2011).

Nasir and Sahibuddin (2011) stated that clear definition of require-
ments, realistic time planning and user satisfaction are critical for success
in software projects (Nasir & Sahibuddin, 2011).

According to the statistics of the Standish Group, between 1994 and
2004, many software projects did not achieve the desired efficiency, could
not be delivered on time, or were shelved because changes had to be made
after completion (Atagoren, 2012). However, in the analysis of the same
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group between 2004 and 2011, it was observed that the success rates of
software projects increased. This increase is directly related to the advanc-
es in software engineering and the increased importance given to software
quality control processes. In 1994, the success rate was only 16%, while
in 2012, this rate increased to 39% (The Standish Group International Inc.,
2013).

Software testing is an important step in the software development pro-
cess that aims to improve the quality of the product and ensure custom-
er satisfaction. An effective software testing process helps to fix defects
that occur during the software development phases at lower costs, which
directly affects the success of the project. Since 2000, studies show that
testing is the most widely used approach among software quality assurance
methods (Orso & Rothermel, 2014). Uzun and Koruyan (2019), working
on the analysis of software test reports, stated that reports based on defect
type, severity and priority contribute to decision processes (Uzun & Ko-
ruyan, 2019). Yiicalar and Borandag (2019) underlined the effectiveness of
making software testing processes more systematic with the Test Maturity
Model Integrated (TMMI) and the effectiveness of this model in prevent-
ing software defects (Yiicalar & Borandag, 2019).

Zhao, Hu, and Gong (2021) emphasized the important role of the soft-
ware industry in global economic development and that technical inno-
vations in this field are the main engine of today’s progress (Zhao, Hu, &
Gong, 2021). Researchers state that software quality is a critical element
for the sustainable growth of the industry and that software testing is one of
the most reliable methods to ensure quality. Software developers, testers,
independent evaluators, and quality assurance teams emphasize that clear-
ly defining and implementing software testing and quality standards con-
tributes greatly to the success of the processes (Zhao, Hu, & Gong, 2021).

The software testing process aims to detect unintentional errors that
occur during the design and development of software systems or models,
or to verify that the model meets the specified objectives. Unlike tradition-
al software development processes, artificial intelligence (Al) and machine
learning (ML) models are built using an inductive approach (De Silva &
Alahakoon, 2022).

Salahat et al. (2023) stated that the quality assurance process ensures
that a software project is successfully executed in accordance with estab-
lished guidelines, concepts and goals (Salahat et al., 2023). They also em-
phasized that a deeper understanding of the software analysis process and
research on type and calibration in this area is still an important goal. Chal-
lenges in current software practices include lack of analysis techniques,
user arrogance and logistical culture (Salahat et al., 2023).
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Safaat and Tjhin (2024) found that automated testing using Katalon
Studio is faster and more efficient than manual testing. In their study, they
compared both testing methods using nine test cases on a stock exchange
trading website application. The test cases created in Katalon Studio are re-
corded as the tests are run and the test results are logged. In manual testing,
each step is documented by taking screenshots or recording. Comparisons
show that automated tests give faster results than manual tests. Specifical-
ly, the automated tests were completed in 3,177 seconds, while the manual
tests took 3,492 seconds. These findings show that automated testing saves
time in software testing processes and allows for faster turnarounds (Safaat
& Tjhin, 2024).

Khilari et al. (2024) comprehensively examined the strengths and ca-
pabilities of various machine learning algorithms used in software testing
and quality assurance processes. The research addresses how these algo-
rithms can be used to analyze various metrics in software projects and
uncover hidden insights in projects. In particular, they investigated the ap-
plication of algorithms to predict and improve factors such as code com-
plexity, project completion times, and developer productivity in software
projects (Khilari et al., 2024). The researchers emphasize that each algo-
rithm offers different advantages for specific software testing processes
and that these algorithms, when properly selected, can make significant
contributions to increasing quality and improving productivity in software
development processes. According to the findings of these studies, soft-
ware testing is not only a defect detection activity, but also a critical mech-
anism that increases the effectiveness of software development processes,
assures quality and directly affects the success of projects. When literature
reviews focus on the roles of software testing in different dimensions such
as integration, security, process analysis and maturity models, the impor-
tance of the contribution of each testing phase to software quality becomes
clear. Each of these processes makes it possible to develop more efficient,
error-free and reliable products at every stage of the software lifecycle.

6. CONCLUSIONS AND RECOMMENDATIONS

Software testing, regardless of its comprehensiveness, is not sufficient
on its own to guarantee the success of software projects. The quality of
testing within software development processes is crucial for ensuring soft-
ware reliability and enhancing user satisfaction. A systematic approach to
planning and implementing testing from the requirements phase onward
helps identify defects early, thereby controlling project costs effectively. In
this regard, the integration of traditional testing methodologies with mod-
ern approaches offers an efficient strategy for improving the overall quality
of software projects.
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The future of software testing lies in the effective use of artificial in-
telligence (AI) and machine learning (ML) technologies. These advance-
ments will facilitate the development of smarter and more predictive testing
strategies. Research indicates that Al-based testing tools have the potential
to enhance testing efficiency by making more accurate defect predictions
(Vahid, Bauer & Felderer, 2020; Bertolini & Mota, 2008). Additionally,
incorporating natural language processing (NLP) techniques into software
testing processes can further optimize the efficiency and effectiveness of
testing. Studies in the NLP field provide significant contributions that can
help refine software testing methods.

It is recommended to explore innovative approaches in software test-
ing, both for academic research and industrial applications, to foster strat-
egies that encourage the effective integration of emerging technologies. A
critical factor in the success of software development and testing process-
es is accurately understanding customer needs and requirements. In this
context, NLP techniques can serve as a powerful tool for automating the
transformation of customer requests into clear, actionable requirements.

Furthermore, Unified Modeling Language (UML) diagrams play a vi-
tal role in software testing processes. These diagrams assist in the early
detection and resolution of defects that may emerge during the software
design phases. Test cases derived from UML diagrams are instrumental
in verifying the software’s compliance with requirements. They not only
assess the software’s functionality but also ensure that it meets user ex-
pectations. Therefore, UML diagrams contribute significantly to improv-
ing software quality by enhancing the coverage of testing processes. The
systematic generation of test cases based on UML diagrams is a crucial
step in confirming the accuracy of the software and its adherence to user
requirements.

In conclusion, the combination of classical and contemporary soft-
ware testing methodologies will lead to more effective testing processes
and improved software quality. Adopting these strategies will help ensure
that software development projects meet both functional and user-centric
objectives.
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